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ABSTRACT 
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 Artificial intelligence (AI) has become an essential instrument for 

enterprises aiming to protect their digital assets within a progressively aggressive cyber 

landscape. As the dependence on digital technologies increases among companies and 

individuals, the risks associated with cyberattacks are also advancing in terms of 

complexity and magnitude. AI and the proliferation of technology has led to a significant 

concern over security, mostly due to the escalating prevalence of malware on industrial 

computers. This has resulted in potential physical harm to computer systems and the 

individuals involved. Malware is a collection of malicious programming code that aims 

to inflict harm against computer systems, programs, or online apps. These applications 

lack the ability to differentiate between legitimate system calls and those that are 

intended to cause harm. Therefore, it is imperative to ensure that computer systems and 

online applications are constructed in a manner that enables the identification and 

differentiation of malicious activities from legitimate application activities. The 

utilization of AI in the realm of cybersecurity is revolutionizing the domain of digital 
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protection. There are various techniques that can be used to identify malicious activity, 

leveraging innovative concepts such as AI, machine learning, and deep learning. The 

present study presents a proposal for utilizing AI approaches to identify and mitigate 

malware activity in computer memory, with the aim of safeguarding against unauthorized 

access to and manipulation of physical data within the system. This research aims to 

combine the traditional K-means algorithm with other methods and functionalities to 

perform data aggregation tasks on a physical dataset. The primary objective is to identify 

anomalies in the dataset using clustering techniques. These anomalies will serve as 

triggers for creating a replica of the main process as a decoy thread. The decoy thread 

will be equipped with decoy sensors and actuators. The analysis will be conducted on the 

decoy thread rather than the main process, allowing for intrusive observation. The same 

host environment will be provided to memory-resident malware, enabling it to continue 

operating within the main operating system process. The analysis process involves 

utilizing a replicated instance of malware that resides within a deceptive thread. 
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CHAPTER ONE 

INTRODUCTION 

 

 

This research thesis aims to present an effective classification module for the 

detection of malware activity on industrial computers. It is important to note that 

industrial computers differ significantly from commercial desktop computers due to their 

specialized deployment use cases. While the core components of an industrial computer 

could be similar to those found in typical desktop computers, such as the CPU, memory, 

and storage, they include particular tough design elements designed for ensuring 

durability and precision in industrial automation units. The elbow technique and the K-

means++ algorithm were used in this study to find the right number of clusters and check 

the purity and accuracy of the data classification, even when small changes were made. 

This project used Principal Component Analysis (PCA), a widely used technique in data 

analysis that enables the transformation of a dataset comprising potentially correlated 

variables into a new collection of variables referred to as principal components. 

Subsequently, the newly introduced collection of variables can be subjected to analysis. 

The main objective of principal component analysis (PCA) is to establish linear 

independence among the principal components and effectively capture a substantial 

portion of the variation inherent in the original dataset. The process of dimensionality 

reduction is utilized to decrease the number of variables or features in a dataset. The 

study incorporated the utilization of machine learning in three primary stages. The initial 

phase of this investigation involves the process of scaling and standardization, which has 

been used to ensure uniformity in the dataset. Furthermore, the dataset dimension was 
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reduced using main component analysis. In addition, the elbow approach was used to 

ascertain the optimal number of clusters, denoted as k, while the calculation and 

documentation of the sum square error (SSE) were utilized to determine the appropriate 

number of clusters. In addition, the k-means algorithm was utilized to determine the 

suitable value of clusters, denoted as k, to be used as an input for the algorithm on the 

physics dataset. 

This research addresses the significance of implementing the elbow approach 

prior to utilizing the k-means++ algorithm by considering two cases. This approach 

demonstrates efficacy in enhancing the performance of the k-means++ clustering 

algorithm [1]. The second observation indicates a deviation in the clustering behavior of 

the physical data following the initiation of malware activity. This malware manipulates 

the physical dataset in order to cause physical harm to the power transformer, primarily 

by impairing the operators' ability to perceive the transformer's condition. This is 

achieved through the suppression of protection algorithms, which allows the malware to 

exploit and compromise controllable aspects of the power transformer. In the context of 

artificial intelligence (AI) and machine learning (ML) applications, the identification of 

an anomaly inside a clustering process serves as a prompt to quickly initiate the creation 

of a decoy thread [2]. Once the decoy thread is operational, it will light a flag, thereby 

initiating the monitoring of any malware activity within the thread. The primary objective 

of this monitoring is to mitigate any potential physical harm that may be inflicted upon 

the power transformer. 
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1.1 Supervised and Unsupervised and Reinforcement ML 

The concept of machine learning (ML) refers to a broad variety of methods and 

processes for extracting information from data in order to create predictions, detect 

patterns, or enhance decision-making. This information can be used for a variety of 

purposes. Supervised learning, unsupervised learning, and reinforcement learning are the 

three separate subfields that can be extracted from the umbrella field of ML [3]. 

Regression and classification are the two fundamental actions that are carried out during 

the process of supervised learning. The difficulties that are involved with clustering and 

association rule mining can be solved through the process of unsupervised learning. On 

the other hand, reinforcement learning places more emphasis on either exploiting or 

exploring the environment. 

1.1.1 Supervised Learning 

Supervised learning is an instance of machine learning wherein an algorithm is 

trained to make predictions or judgments based on a dataset with labels. Within the 

framework of supervised learning, the term "dataset" pertains to a compilation of input-

output pairs. In this context, the "inputs" correspond to individual data points, while the 

"outputs" encompass either labels or goal values [4]. The main goal of supervised 

learning is to develop a mapping or model that can effectively predict the output of novel 

inputs that have not been previously observed. Supervised learning works in the 

following manner: 
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1.1.1.1 Data Collection  

It is imperative to assemble a dataset comprising instances of input data alongside 

their corresponding output or labels that are deemed suitable for these instances. In the 

context of spam email classification, it is common to possess a dataset of emails 

accompanied by corresponding labels denoting their classification as either spam or non-

spam. 

1.1.1.2 Training  

The dataset is partitioned into two separate components: the training set and the 

testing set. For the purpose of training the model, researchers utilize the training set, 

whereas the test set is utilized to evaluate how well the model is doing. 

1.1.1.3 Model Training  

The training dataset serves as the input for the machine learning algorithm, 

commonly referred to as a model. This enables the selection and instruction of the 

algorithm. Furthermore, the machine learning system is trained to provide predictions by 

leveraging the input data in conjunction with their corresponding labels. 

1.1.1.4 Forecasting  

After the completion of the training process, the model becomes capable of 

making predictions or classifications on datasets that were not previously encountered. 

For example, it can be utilized to ascertain the presence of spam in incoming emails. 

1.1.1.5 Categorization  

After the completion of the training process, the model can be used to categorize 

datasets that were previously unobserved. The model's performance can be evaluated by 

testing it on a separate dataset, known as the test dataset, in order to assess its 
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generalizability to unseen data. The selection of appropriate assessment metrics depends 

on the specific characteristics of the issue under evaluation. In many cases, accuracy and 

precision are utilized as measures. 

Supervised learning is commonly used in numerous applications, such as natural 

language processing, picture classification, and medical diagnosis. Additional uses 

encompass recommendation systems. Linear regression, decision trees, support vector 

machines, and deep neural networks are often employed technologies in the field of 

supervised learning. 

The efficacy of supervised learning hinges on the presence of a labeled dataset 

that possesses both high-quality and representative characteristics, the careful selection of 

suitable models and features, and the optimization of hyperparameters. The usefulness of 

this method lies in its versatility; it can handle a wide range of tasks well because it 

facilitates clear definition of desired inputs and outcomes.  

1.1.2 Unsupervised Learning 

Unsupervised learning refers to a category of machine learning wherein the 

algorithm is trained on unlabeled datasets. The major objective of this approach is to 

identify patterns, structures, or relationships within the data without any predetermined 

target or output variables. Unsupervised learning, in contrast to supervised learning, 

where models are trained to generate predictions or classifications, is primarily concerned 

with grasping the underlying structure of the data. Unsupervised learning works in the 

following manner [5]. 

 

 



 6 

 

1.1.2.1 Data Collection 

 It starts with gathering a dataset. However, within the context of unsupervised 

learning, it is important to note that the dataset must lack labeled target values or outputs. 

The dataset mainly contains processed data points. 

1.1.2.2 Model Training 

 Unsupervised learning methods are utilized to detect and analyze structures and 

patterns within the dataset. In accordance with the specified categorization system, 

unsupervised learning falls under the subcategory of Clustering which refers to the 

utilization of algorithms that aim to group and categorize data points based on their 

similarities into distinct clusters or groups. The K-means clustering technique is widely 

recognized as one of the prominent algorithms employed in clustering. 

1.1.2.3 Dimensionality Reduction 

The primary objective of this technique is to decrease the number of features 

(dimensions) in the dataset while preserving the most important information. One of the 

techniques utilized for dimensionality reduction is principal component analysis (PCA). 

1.1.2.4 Anomaly Detection  

Anomaly Detection refers to the application of unsupervised learning algorithms 

in order to identify and detect instances within a dataset that deviate from the predicted 

patterns. One-class support vector machines (SVMs) and isolation forests are frequently 

used for the purpose of anomaly detection. 
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1.1.2.5 Insights and Analysis 

 The unsupervised learning model may find useful information about the structure 

of the dataset as soon as it starts processing the data. Clustering enables the identification 

of distinct clusters of data points exhibiting similar characteristics. 

1.1.2.6 Utilizations 

 Unsupervised learning can be used in many different ways in natural language 

processing, such as to divide customers into groups, compress images, find strange 

patterns, and create models of people. This approach proves particularly valuable in 

instances where one seeks to examine and grasp the evidence prior to making a 

conclusive determination regarding a certain course of action, or in situations where a 

clear and predetermined objective is not readily apparent. 

1.1.3 Reinforcement Learning (RL): 

Reinforcement learning is a form of machine learning wherein a computational 

algorithm engages in interactions with its environment, undergoing training to make a 

sequence of decisions or actions, and subsequently receiving feedback in the form of 

rewards or penalties [6]. The primary objective of reinforcement learning is to instruct the 

agent in the process of making a sequence of decisions that result in the maximization of 

cumulative benefits over a period of time. This training methodology effectively conveys 

the ability of the agent to act optimally within the specific environment it operates in.  

1.1.3.1 Agent 

Refers to an individual or entity that possesses the capacity to make decisions and 

actively interact with its environment. The system will be provided with an observation, 
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and it will thereafter react to the training by executing actions and making judgments 

based on the received answers. 

1.1.3.2 The Environmental Context  

The environment of an agent pertains to the external system with which it engages 

in interactions, sometimes denoted as "the environment." The agent receives input that is 

contingent upon its behaviors, and this input might manifest as either positive 

reinforcement or negative consequences. 

1.1.3.3 State  

The state expresses a depiction of the present condition of the ecosystem or its 

general well-being. The agent's capacity to comprehend its surroundings and make 

suitable decisions is contingent upon the state. This is the reason why the state holds 

significant importance. 

1.1.3.4 Action  

Refers to the assortment of choices available to an agent for the purpose of 

interacting with the surrounding environment. 

1.1.3.5 Policy  

Refers to a strategic approach or framework employed by an agency to determine 

the appropriate course of action in relation to a given circumstance. Both determinism 

and stochasticity are valid approaches to policy. 

1.1.3.6 Total Rewards 

The concept of total rewards refers to when the environment provides the agent 

with a numerical signal that represents the evaluative feedback on the agent's most recent 

behavior in the present state. The signal mentioned is commonly known as the total 
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rewards. The primary goal of the agent is to maximize its cumulative reward over a given 

period of time. 

1.1.3.7 The Value Function  

The value function provides an estimation of the anticipated total reward that an 

agent can obtain from a given state or state-action pair. This tool aids the agent in 

evaluating the desirability of different states and behaviors within the environment. 

1.1.3.8 Q-Learning  

Q-Learning is a reinforcement learning strategy used to acquire knowledge on the 

value associated with performing a specific action in a given environment. The utilization 

of this approach is frequently observed in Q-learning algorithmic frameworks. 

Reinforcement learning encompasses two major categories of algorithms: model-free and 

model-based. 

    1.1.3.8.1 Model-Free Learning. 

These algorithms do not depend on a pre-existing model to facilitate their learning 

process. Instead, they acquire knowledge directly through their experiences and 

interactions with their surroundings. Deep neural networks serve a purpose within both 

Q-learning and deep reinforcement learning to approximate value functions. 

    1.1.3.8.2 Model-Based  

The decision-making process for these algorithms commences by constructing a 

dynamic model of the environment, which is subsequently employed. The model depicts 

the manner in which the environment reacts to the actions performed by the agent. The 

utilization of model-based reinforcement learning can prove beneficial in scenarios where 
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the computing cost or potential hazards associated with environment modeling are 

significant. 

1.2 Traditional K-means algorithm. 

In order to get a comprehensive understanding of the optimal approach for data 

clustering and classification, it is imperative to initially familiarize ourselves with the 

fundamental structure of the k-means method. The k-means algorithm is an iterative 

procedure that aims to reduce the sum of squared distances between data points and their 

respective centroids. Calculating the squared Euclidean distances between each data point 

and the given centroids completes the task. The technique utilized is an unsupervised 

learning approach utilized for the purpose of data clustering. The technology has an 

assortment of possible applications, including but not limited to consumer segmentation, 

image compression, and anomaly detection. The subsequent section presents a 

delineation of the architectural framework along with a comprehensive elucidation of the 

sequential procedures entailed in the k-means algorithm [7]. 

1.2.1 The process of initialization 

The process of initialization requires multiple steps, the first being determining 

how many clusters will be utilized. 

1.2.1.1 Determining the Number of Clusters (k) 

 Prior to proceeding, it is necessary to establish the desired number of clusters into 

which the data will be divided. The determination of this hyperparameter necessitates the 

utilization of preexisting domain information or the implementation of techniques such as 

the elbow approach or silhouette analysis. 

 



 11 

 

1.2.1.2 Initialization of Centroids 

 The next step is to randomly select k data points from the dataset to be used as 

the initial centroids for each cluster. 

1.2.2   Assignment Step 

The objective of this assignment phase is to implement and comprehend the K-

means++ clustering method.   The main goal is to investigate the subtleties of this 

technique, which enhances the conventional K-means strategy by optimizing the 

initialization of cluster centroids.   This stage entails examining the algorithmic 

intricacies, implementing it on pertinent datasets, and evaluating its effectiveness in terms 

of convergence and clustering accuracy.   Furthermore, we will focus on the practical 

aspects of parameter adjustment and result interpretation, aiming to develop a thorough 

comprehension of the K-means++ method and its practical applications in real-world 

situations. 

1.2.2.1 Applying Euclidean Distance  

Typically represented as a Euclidean distance, is computed to determine the 

separation between every k data point in the dataset and each of the centroids. 

1.2.2.2 Assignment of Data Points 

The assignment of a data point to a cluster should be based on its proximity to the 

centroid that represents that cluster. 
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1.2.3 Update Step 

During the update phase of the assignment, the primary focus is to enhance and 

streamline the existing model or method.   This entails fine-tuning variables, integrating 

input, and optimizing the overall efficiency.   Within the framework of K-means++, the 

update phase entails the process of reassigning data points to the cluster centroid that is 

closest to them, and subsequently recalculating the centroids based on the revised 

assignments.   The iterative procedure is to modify the clustering solution, with the goal 

of achieving convergence and enhancing accuracy.   The update step is an essential phase 

in the assignment, which enhances the ongoing enhancement and efficiency of the 

applied method.  

1.2.3.1 Arithmetic Mean 

The next step is to compute the arithmetic mean of the data points assigned to 

each cluster, followed by the reevaluation of the cluster centroids. The recently identified 

centroids serve as representations of the cluster centers for each respective category. 

1.2.4 Convergence Check 

The convergence check is a crucial step in the assignment, verifying that the 

iterative procedure has achieved a stable solution.   inside the framework of K-means++, 

the evaluation entails determining if the method has effectively minimized the sum of 

squares inside each cluster, suggesting that additional iterations are unlikely to result in 

substantial alterations.   This stage eliminates superfluous computational endeavors and 

indicates that the algorithm has effectively recognized stable cluster assignments.   The 

convergence check is an essential quality control method that guarantees the 
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effectiveness and dependability of the K-means++ clustering algorithm in producing 

precise and significant outcomes. 

1.2.4.1 Optimal Number of Clusters 

It is important to determine whether there has been a significant change in the 

centroids between each consecutive repeat. If the centroids haven't changed much or if a 

certain number of iterations have been completed, the algorithm has converged, and the 

process can be ended.  

1.2.4.2 Dynamic Iterations 

If the focuses have moved, the next step is to keep running Assignment and 

Update until they converge again. 

 

1.2.5 Output 

The "User Output" phase entails the presentation of the conclusive outcomes and 

discernments derived from the executed procedure.   Within the framework of K-

means++, this involves presenting the improved cluster allocations and centroid 

positions.   Users can analyze these outputs to acquire significant insights into the 

intrinsic organization of the data, enabling informed decision-making or additional 

investigation. This pivotal stage connects the technical components of the algorithm with 

the real-world uses, offering customers a concise and significant depiction of the grouped 

data. 

1.2.5.1 Centroid Representations 

The ultimate centroids represent the centered positions of the clusters. 
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1.2.5.2 Cluster Labels 

The assignment of data points to clusters determines the cluster labels for each 

data point. 

1.2.6 Variations and implications 

Examining diverse algorithmic variants and their consequences is crucial for 

comprehending the subtleties of various methodologies.   Modifications, whether in the 

settings of parameters or in the algorithms themselves, can have a substantial effect on 

performance and outcomes.   Examining these discrepancies enables researchers to 

determine the most favorable setups for particular tasks and datasets, hence improving 

the flexibility and efficiency of the selected algorithms.  Furthermore, analyzing the 

consequences of these adjustments provides insight into the wider range of situations 

where the algorithms can be applied and the constraints they may have, thereby 

enhancing our overall understanding of their usefulness in different settings. 

1.2.6.1 Limitations of k-means algorithm 

The conventional k-means algorithm exhibits certain limitations, including its 

susceptibility to the selection of initial centroids and its underlying assumption that 

clusters are spherical and of equal size. These aforementioned criteria represent only a 

subset of the total constraints outlined earlier. Several limitations can be overcome by 

using modified versions and improvements of the k-means method, including k-

means++, mini-batch k-means, and hierarchical k-means. 

1.2.6.2 Preprocessing and Scaling 
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Performing preprocessing and scaling on data is crucial to ensuring that all 

features have equal influence on distance computations. 

1.2.6.3 Distance Metric 

The selection of a proper distance metric is of utmost importance in various 

domains. Although the Euclidean distance metric is often used, alternative metrics may 

be better appropriate for specific data sets. 

 

Figure 1 Shows the k-means algorithm architecture. 

The k-means algorithm is a widely recognized clustering methodology used in the 

fields of machine learning and data analysis. The primary objective of this method is to 

divide a dataset into distinct groups or clusters, taking into consideration the similarity 

among its constituent pieces. 
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1.2.7 Objective Function 

The primary goal of the k-means algorithm is to minimize the within-cluster sum 

of squares (WCSS), which is alternatively known as inertia or distortion. The Within-

Cluster Sum of Squares (WCSS) metric computes the mean squared distance between 

each data point and its corresponding cluster centroid [8]. The measurement of this 

distance occurs within the confines of the same cluster. The subsequent expression 

represents the objective function: 

  𝑊𝐶𝑆𝑆 =  ∑ ∑ ‖𝑥𝑖𝑗− 𝑐𝑖‖
2

   
𝑛𝑖
𝑗=1

𝑘
𝑖=1            (1) 

1.3 K-means++ Algorithm 

The k-means++ algorithm has been developed as an enhancement to the basic k-

means algorithm, with the objective of providing an upgraded initialization method for 

the cluster centroids [1]. The successful implementation of an initialization technique can 

lead to accelerated convergence and enhanced clustering results. What comes next is an 

analysis of the k-means++ algorithm's architectural framework and the steps that are 

taken in order.  

1.3.1 Iterative Centroid Selection: 

It is imperative to iterate the following methods until k centroids are obtained, 

with each centroid representing a distinct cluster. 

1.3.2 Calculate Distances: 

To determine the distances, it is necessary to calculate the distance between each 

data point in the dataset and the nearest centroid, which was selected in the preceding 
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phase. The Euclidean distance is commonly utilized as the distance metric in various 

applications. Nevertheless, alternative metrics can also be used for this purpose. 

1.3.3 Probability Weight: 

To apply the probability weight to each data point, it is recommended to use the 

square of the distance between the data point and its nearest centroid. The data points that 

are located at a greater distance from the existing centroids will have more likely weights. 

1.3.4 Choosing Next Centroid: 

The subsequent centroid is selected randomly from the data set, with a probability 

distribution that assigns greater weight to points with higher probability weights. This 

ensures that the centroids are distributed around the map and are sufficiently separated 

from each other. 

1.3.5 Final step 

After selecting k centroids using the aforementioned process, the next step is to 

proceed with the standard k-means algorithm by iteratively executing the assignment and 

update stages until convergence is achieved. 

The way that the initial centers of the clusters are found is a big difference 

between the traditional k-means method and the k-means++ initialization strategy. The 

primary distinction that can be delineated between the two can be identified. Both 

methods proceed in a consistent manner thereafter, as the clustering algorithm maintains 

its fundamental structure once the initial centroids have been identified. 

1.4 Elbow method: 

The elbow technique is a heuristic approach utilized to determine the optimal 

number of clusters (k) within a clustering algorithm, particularly in the domain of k-
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means++ clustering. Examining the correlation between the quantity of clusters and the 

within-cluster sum of squares (WCSS) is a reliable approach for ascertaining a suitable 

value for the parameter k. The following section illustrates the operational principles of 

the Elbow Method [9]. 

1.4.1 Choosing a range of values for k. 

The first step is to select a range of values for the variable k. One must begin by 

choosing a specific interval value for the variable k that we wish to assess. In the usual 

practice, values of k are typically examined within the range of 1 to a predetermined 

upper bound. For instance, it is advisable to experiment with k values ranging from 1 to 

10. 

1.4.2 Computing the WCSS 

The WCSS (within-cluster sum of squares) should be calculated after performing 

clustering for each specified value of k. Subsequently, the WCSS should be computed for 

each clustering outcome. The Within-Cluster Sum of Squares (WCSS) refers to the 

summation of the squared distances between every individual data point within a given 

cluster and its corresponding centroid. The metric measures the level of compactness 

exhibited by the clusters. 

1.4.3 Plot the Elbow Curve 

Generate a line plot or scatter plot where the independent variable, k, is 

represented on the x-axis and the dependent variable, WCSS values, are shown on the y-

axis. It can be observed that with an increase in the number of clusters (k), there is a 

general drop in the within-cluster sum of squares (WCSS) due to the reduced distance 

between each data point and its own cluster centroid [10]. Nevertheless, as the number of 
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clusters increases, the enhancement in within-cluster sum of squares (WCSS) begins to 

reduce. 

1.4.4 Finding the Elbow 

The identification of the "elbow" is a crucial stage in the elbow method, wherein 

the plot is visually examined to locate the point of inflection known as the "elbow point." 

This is the junction on the graph where the decline in within-cluster sum of squares 

(WCSS) begins to exhibit an obvious deceleration. The plot commonly demonstrates a 

distinctive "elbow" shape, and the value of k corresponding to this elbow point is 

regarded as a suitable selection for the number of clusters. 

1.4.5 Determine the optimal value for k. 

The best number of clusters for a given dataset is frequently determined by 

selecting the value of k at the elbow point. Nevertheless, it is crucial to acknowledge that 

the elbow technique is a heuristic approach, and determining the appropriate value of k 

may still necessitate subjective judgment, taking into account the unique characteristics 

of the situation and domain expertise [11]. 
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Figure 2 Elbow method for selecting the optimal number of clusters (k). 

 

The elbow method offers a rapid and straightforward approach for approximating 

the optimal number of clusters in k-means and other clustering algorithms. The process 

aids in achieving harmony between the intricacy of the model and the effectiveness of 

clustering. 

1.5 Anomaly detection in clustering. 

Using clustering techniques to find anomalies means using clustering algorithms 

to find and separate outliers or instances that don't fit with the rest of the data [12]. Most 

of the time, the goal of clustering algorithms is to group data points that are similar. This 

leaves out data points that don't fit into any of the clusters or that are in clusters with few 

other data points. These are called anomalies. The methodology for conducting anomaly 

detection using clustering operates as follows: 
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The approach to performing anomaly detection with clustering works in the 

following manner [13]. 

1.5.1 Data Preprocessing: 

• Data Cleaning: Start by cleaning and preprocessing the dataset. This step 

will involve handling missing values via scaling data features and transforming data if 

necessary. 

1.5.2 Choose a Clustering Algorithm: 

• Select an appropriate clustering algorithm based on the nature of the data 

and the objectives. We selected the common clustering algorithm k-means++. 

1.5.3 Cluster the data: 

• Apply the chosen clustering algorithm (K-means++) to the dataset to group 

data points into clusters. We used the elbow method to determine the optimal number of 

clusters. 

1.5.4 Anomaly Detection: 

• After clustering, we can consider data points that do not belong to any 

cluster as potential anomalies. These are the points that are far from all cluster centroids 

and do not fit well into any group. 

• We can also identify anomalies within clusters by examining the density of 

data points within each cluster. Points that are far from the cluster center and are in 

sparsely populated clusters may be considered anomalies. 

• Calculate a measure of dissimilarity or distance (Euclidean distance) 

between each data point and the cluster it does not belong to. 

 



 22 

1.5.5 Thresholding: 

• We will set a threshold for the dissimilarity measure. Data points with 

dissimilarity scores above the threshold are classified as anomalies. 

1.5.6 Post-processing and visualization: 

• We’ll visualize the results by creating scatter plots or other visualizations 

that highlight the anomalies and their relationships with clusters. 

• We can perform additional post-processing steps, such as removing 

duplicates or refining anomaly labels. 

1.5.7 Validation: 

• To evaluate the performance of anomaly detection, we need labeled data to 

confirm whether the identified anomalies are indeed anomalies. 

1.5.8 Automated Anomaly Detection: 

• For large datasets or real-time applications, we are looking forward to 

automating the anomaly detection process by periodically retraining the clustering model 

and reevaluating anomalies as new data arrives [14]. 

 

1.6 Scaling and standardization 

Scaling and standardization are preprocessing procedures commonly used in 

machine learning and data analysis to convert numerical features or variables into a 

uniform scale or distribution. These strategies are crucial in order to provide equitable 

contributions of various features to the learning process, hence mitigating problems such 
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as feature dominance and facilitating improved convergence for algorithms that heavily 

rely on distance or magnitude-based calculations. 

𝑧 =
𝑥−𝜇

𝜎
                                     (2) 

1.6.1 Scaling: 

Scaling is the process of transforming the values of numerical variables into a 

specific range, typically between 0 and 1 or -1 and 1. This ensures that all variables have 

the same influence on the model and prevents variables with larger scales from 

dominating those with smaller scales. Scaling doesn't change the distribution of the data, 

only its scale. 

Common scaling methods include [15]. 

1.6.1.1 Min-Max Scaling: It scales the data to a specific range 

between 0, 1 by linearly mapping the minimum and maximum values of the variable to the 

desired range. 

1.6.1.2 Z-Score Standardization: Also known as Standard Scaling, 

is a data transformation technique. After the transformation, the data are centered around a 

mean of zero and exhibit a standard deviation of one. This is particularly advantageous in 

scenarios where the data adheres to a Gaussian distribution. 

The process of scaling holds significant significance for algorithms such as K-

means++ and Support Vector Machines (SVMs), since they heavily depend on accurate 

distance estimates for their correct functioning [16]. 
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Figure 3. The process flowchart for the scaling and standardization steps 

1.7 Principal Component Analysis (PCA): 

Principal Component Analysis (PCA) is a statistical technique commonly 

employed in the domains of data analysis and machine learning. The main goal is to 

preserve trends and patterns while reducing the complexity of data with a high number of 

dimensions. The initial features, regarded as variables, undergo a transformation resulting 

in a distinct set of variables that are independent of each other. The new variables are 

known as principal components, which are obtained by linearly combining the original 

features. 
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1.7.1 PCA Objectives:                                                                                                            

The utilization of dimensionality reduction techniques in data analysis and pattern 

identification is widely recognized [17]. This approach is effective in reducing the 

dimensions of datasets, thereby enabling algorithms to process the data more efficiently 

and with reduced complexity. Consequently, the running time of algorithms is improved. 

Additionally, dimensionality reduction methods ensure the preservation of data granularity 

and are recommended for efficient detection of data anomalies in machine learning 

applications. Objective: The main purpose of principle component analysis (PCA) is to 

perform a transformation on the variables of a dataset, resulting in a new form that 

exhibits greater sophistication. This approach will establish a linear lack of correlation 

among the variables, ultimately resulting in a reduction in the number of fractures within 

the dataset. 

1.7.2 Steps: 

• Standardization: Prior to conducting principal component analysis (PCA), 

it is crucial to do dataset scaling, as it ensures that all variables are brought within a 

standardized range of 0 to 1. This stage will be executed by computing the discrepancy 

between the average and each individual value in the dataset and subsequently dividing 

the resulting outcomes by the standard deviation. This procedure will standardize all 

datasets to a common range of values between 0 and 1 [18]. 

• Covariance Matrix: The initial phase of principal component analysis 

(PCA) involves the initialization of the CCM (Computation of Covariance Matrix). 

During this step, the standardized dataset will be utilized to provide a comprehensive 

representation of the variables contained within the normalized dataset. 
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• Eigenvalue Decomposition: The subsequent phase of this procedure will 

focus on the decomposition of the eigenvalue of the matrix, followed by the assignment of 

the resulting output to its corresponding value.  

• Selecting Principal Components: The procedure will commence by 

allocating each value, and thereafter, the eigenvalues will be denoted as "k" once they 

have been arranged in decreasing order according to their magnitudes.   

1.7.3 Creating New Features: During the ongoing evaluation process, it is 

possible for us to choose the suitable dataset to project the new dataset into axes. 

1.7.4 Applications: 

• Data Visualization: Data visualization is considered to be a significant 

application within the field of principal component analysis (PCA). To accomplish this 

task, it is necessary to restrict the variables inside the dataset, thereby guaranteeing the 

extraction of the most confidential information pertaining to the dataset. However, it is not 

advisable to utilize a data set with a high number of dimensions when performing data 

analysis. 

•  Noise Reduction: Noise reduction is an additional machine learning 

application that leverages principal component analysis. This application aims to reduce 

noise by reducing the dataset to its two most significant main components. This will allow 

the algorithm to focus more on the fine details of the data [19]. 

• Feature Engineering: Principal Component Analysis (PCA) is a valuable 

tool within the domain of data engineering, as it facilitates the exploration of datasets in 

novel and innovative ways. Additionally, PCA aids in the establishment of rules and 

restrictions for the effective utilization of data. 
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1.7.5 Limitations: 

• Interpretability: There may be difficulties in elucidating certain variables 

that were initially chosen for inclusion in the dataset. 

• Linearity: With respect to the linear and nonlinear interactions present 

among the variables within a given dataset, principal component analysis (PCA) proves to 

be a highly effective technique for analyzing linear datasets. However, it may not always 

be the optimal approach for handling datasets that exhibit nonlinearity and complexity. 

• Information Loss: In the context of dimension reduction and translating the 

original dataset variables to a new dataset in Principal Component Analysis (PCA) format, 

there exists a certain cost associated with this process. However, it should be noted that 

this cost is relatively minimal. Hence, the ultimate consideration is to the number of 

components required for data reduction. In my scenario, the dataset was subjected to a 

mapping process, resulting in two principal component analyses (PCAs) [20]. 

Consequently, the percentage loss incurred amounts to 2%, with 1% attributed to each 

component. 

1.7.6 PCA Equations: 

• Covariance Matrix: In order to compute the covariance matrix for the 

dataset x, consisting of n samples, the following equation can be utilized: 

 𝐶𝑜𝑣(𝑋) =
1

𝑛−1
 ∑ (𝑥𝑖 − 𝑥)𝑛

𝑖=1 (𝑥𝑖 − 𝑥)𝑇                                               (3) 

• Eigenvalue Decomposition: The determination of eigenvectors and 

eigenvalues for the covariance matrix is an essential step in the use of principal component 
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analysis (PCA). The equation presented below demonstrates the eigenvalue decomposition 

of the covariance matrix. 

𝐶𝑜𝑣(𝑋) = 𝑄Ʌ𝑄𝑇                                                                                                                              (4) 

• Projection: The initial dataset can be mapped onto the selected principal 

components to effectively decrease the dimensionality of the data. The equation that 

governs the projection of each data point 𝑥𝑖 onto the first k principal components can be 

expressed as follows: 

𝑥
𝑖 = 𝑥𝑘   

𝑇 𝑥𝑖

!                                                                                                              (5) 

 

Figure. 4. Explained Variance Ratio per Principal Component 
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• Explained Variance Ratios: 

The explained variance ratios refer to the proportions of the overall variation in the 

data that can be attributed to each principal component. In this particular case, we are 

addressing two main constituents. The initial principal component accounts for around 

68.85% of the overall variance, whereas the subsequent principal component accounts for 

roughly 17.65% of the total variation. 

• Cumulative Explained Variance: 

The cumulative explained variance refers to the summation of deviations that have 

been accounted for up to a specific component [21]. The reason for this is that the 

cumulative explained variance serves as a cumulative metric. Upon an in-depth review of 

the initial component, it becomes evident that it accounts for approximately 68.85% of the 

overall variation independently. However, when both the first and second components are 

taken into consideration, their combined contribution amounts to roughly 86.50% of the 

total variation. This stands in contrast to the findings derived solely from the first 

component. 

The PCA analysis plot indicates that, by considering the first two principal 

components, approximately 86.50% of the overall variance in the dataset may be retained. 

The availability of information regarding the reduction of dataset dimensionality through 

principal component analysis (PCA) is valuable as it facilitates comprehension of the 

extent to which information is preserved during this procedure. The determination of the 

number of core components to retain may be guided by the cumulative explained variance. 

However, this decision is contingent upon the objectives of the research and the balance 

between reducing dimensionality and preserving information. 



 30 

CHAPTER TWO 

LITERATURE REVIEW THESIS CONTRIBUTION 

 

The K-Means++ algorithm is a highly regarded clustering technique renowned for 

its efficacy in partitioning data into distinct groups. Due to its efficacy, it has garnered 

significant popularity. This digital study extensively explores the K-Means++ approach, 

providing a comprehensive explanation of its mechanisms, the advantages it provides, 

and its significance in the domains of data analysis and machine learning. 

2.1 Overview of the Algorithm: 

This section provides an overview of the algorithm. K-Means++ is an enhanced 

version of the original K-Means clustering method, specifically designed to overcome 

many limitations inherent in the original technique. The mechanism employed by K-

Means++ for initializing cluster centroids is a significant factor in its recognition as an 

innovative algorithm [1]. The approach employed involves the utilization of an intelligent 

initialization technique instead of randomly choosing centroids [24]. This approach yields 

notable improvements in both the rate of convergence and the general quality of the 

resulting clustering. 

2.2 Process of initializing the K-Means++ model: 

Select a random data point as the first centroid for the cluster. Compute the 

squared Euclidean distance (D(x)) between each of the remaining data points and its 

nearest existing centroid. The subsequent centroid for data representation can be 

determined by employing a probability distribution that is directly proportional to the 
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value for the data points. Continue to iterate steps 2 and 3 until a desired number of ‘k' 

centroids is achieved. 

2.3  K-Means++ algorithm possesses advantages: 

Enhanced Convergence The K-Means++ initialization method ensures that the 

initial cluster centroids are evenly distributed, hence mitigating the possibility of the 

algorithm being stuck in a suboptimal solution and enhancing its convergence 

capabilities. This finally leads to a more rapid convergence. Enhanced Clustering 

Accuracy: The K-Means++ algorithm exhibits superior cluster assignment accuracy by 

employing a sophisticated approach to centroid initialization, resulting in an overall 

enhancement of the clustering quality. 

The K-Means++ algorithm is considered to be a more robust option for clustering 

in comparison to the standard K-Means algorithm due to its reduced sensitivity to the 

initial centroid configuration. Scalability: The K-Means++ technique exhibits scalability 

to large datasets and generally achieves convergence in fewer iterations compared to the 

original K-Means algorithm. Significance in Data Analysis: The significance of data 

analysis in academic research and decision-making processes cannot be overstated. The 

K-Means++ algorithm has exhibited its efficacy in diverse domains, including but not 

limited to consumer segmentation, image compression, document clustering, and 

recommendation systems. Due to its high degree of reliability and efficacy, this approach 

is commonly employed for unsupervised learning tasks. 
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2.4 Challenges and Considerations: 

 Despite the numerous advantages it offers, the K-Means++ algorithm does 

impose certain limitations and prerequisites that necessitate careful study. The underlying 

assumption of this hypothesis is that clusters exhibit spherical symmetry, have uniform 

sizes, and are isotropic in nature. Alternative clustering algorithms may be better suited 

for analyzing data sets that have irregularly shaped or overlapping clusters. 

In summary, the K-Means++ algorithm is a valuable adaptation of the K-Means 

clustering algorithm that effectively tackles the challenges encountered during its 

initialization and substantially enhances the results of clustering. The technology in 

question is a versatile instrument commonly utilized by data scientists, facilitating the 

extraction of valuable insights from data in a more streamlined manner. The K-Means++ 

algorithm exhibits promising outcomes across several applications, contingent upon its 

careful implementation and integration with complementary clustering techniques. 

Enhancing the Detection of Cybersecurity Threats with the Application of the K-

Means++ Clustering Technique 

Cybersecurity breaches targeting network infrastructures pose a progressively 

grave threat to individuals, enterprises, and even entire nations [23]. Due to the dynamic 

and evolving nature of these attacks, there is a pressing need for detection techniques that 

exhibit enhanced sophistication and efficacy. This thesis examines the utilization of K-

Means++ clustering for enhancing cybersecurity threat detection. It also contributes by 

presenting a new methodology for identifying abnormal patterns in network traffic data. 

The selection of K-Means++ clustering was motivated by its capacity to enhance the 

identification of potential hazards. 
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2.5 Thesis Contribution:  

The primary contribution of this thesis lies in the novel utilization of K-Means++ 

clustering for the identification and mitigation of cybersecurity threats. The subsequent 

enumeration outlines the fundamental contributions that this scientific endeavor has 

yielded: The engineering and selection of characteristics is a crucial component of the 

research, involving a comprehensive analysis of network traffic data to identify relevant 

properties. These qualities offer significant insights into the behavior of the network, 

hence facilitating the development of a dependable detection model. 

The present study focuses on the initialization process of the K-Means++ 

algorithm for the purpose of anomaly detection. Conventional approaches for identifying 

anomalies generally depend on conventional statistical methodologies. The results of this 

study present a novel approach in which cluster centroids are initialized using the K-

Means++ algorithm. The detection model exhibits enhanced capability in distinguishing 

between normal and abnormal activity subsequent to the application of the K-Means++ 

clustering technique to the network traffic data. 

The thesis introduces a mechanism for dynamic clustering that is capable of 

adapting to changes in network activity over time. This approach employs K-Means++ 

reinitialization and retraining techniques to ensure the model's relevance in response to 

evolving threats. The fundamental goal of this project is to design a system for detecting 

threats in real-time. In the electrical power grid, the system demonstrates the capability to 

identify and address potential risks in real-time by leveraging the amalgamation of the K-

Means++ clustering algorithm with streaming data processing techniques. This measure 

aids in mitigating potential system vulnerabilities, safeguards against critical 
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infrastructure, and conducts a comprehensive analysis of the proposed methodology's 

efficacy through the utilization of diverse datasets. A comparative analysis of the K-

Means++-based approach and conventional methodologies for anomaly detection 

demonstrates the superiority of the K-Means++-based method in terms of both detection 

accuracy and false positive rate. Moreover, the proposed system addresses the issues of 

scalability and efficiency in relation to the proposed technique, ensuring its ability to 

handle large amounts of network data via PCA while maintaining detection accuracy. 

The concept of scalability pertains to the capacity of a technique to effectively manage 

the volume of data created within a network. Parallelization and optimization techniques 

are employed to achieve this level of scalability. 

This thesis makes a significant contribution to the subject of cybersecurity threat 

identification by introducing a novel approach to address the issue. The proposed 

methodology utilizes the K-Means++ clustering algorithm to improve accuracy and 

enable real-time detection capabilities. The research findings possess the capacity to 

enhance the security of digital systems and networks, hence aiding in the mitigation of 

diverse forms of assault. The suggested technique has high effectiveness, scalability, and 

efficiency, making it a crucial tool in combating cybersecurity attacks. 

2.6 Leveraging K-Means++ Clustering for Malware Detection 

The increasing dependence on digital technology within electrical power 

networks has led to a notable concern regarding the prevalence of malware assaults. The 

reliance on technology has resulted in a pressing concern regarding the potential for 

malware attacks [24]. This research investigates the application of K-Means++ clustering 

in conjunction with the analysis of physical data obtained from power grid systems, with 
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the aim of enhancing malware detection.  The research study introduces an innovative 

approach that adds value to safeguarding critical infrastructure by means of its 

discoveries. 
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Figure. 5. Electrical Power Grid 
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2.6.1 Data Collection and Feature Extraction: 

The process of gathering empirical evidence for the thesis from a diverse range of 

sensors and devices collected via Internet of Things (IoT) devices is given by the Kaggle 

platform, which will be introduced in the next chapter [26]. The aforementioned data is 

further examined in order to ascertain pertinent attributes, including voltage, current, 

frequency, and phase angle. Understanding the fundamental attributes outlined above is 

crucial for gaining insight into the standard functioning of the power grid. 

2.6.2 Anomalous Behavior Detection: 

The concept of anomalous behavior detection refers to the identification and 

analysis of atypical patterns or actions within a given system or dataset. The K-Means++ 

algorithm is a technique used in clustering analysis [27]. Clustering is employed as a 

means to depict the typical behavior exhibited by the electrical power system. This 

enables the identification of any atypical conduct. The utilization of the clustering 

methodology proves advantageous in identifying recurrent patterns and characteristics 

that are associated with grid activity. Any activity that diverges from these established 

patterns can be construed as an abnormality, perhaps suggesting the existence of 

malicious software. 

2.6.3 Dynamic Model Update: 

The study presents a novel approach for dynamic model updating, wherein the K-

Means++ clustering model is adapted over time to accommodate variations in the power 

grid's behavior [28]. The achievement was attained by employing an evolutionary 
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algorithm. This ensures that the detection system will maintain its efficiency despite the 

ongoing evolution of techniques adopted by malware. 

2.6.4 Feature Engineering for Malware Signatures: 

The Development of Feature Engineering Techniques for Application in Malware 

Signatures: The objective of this thesis is to explore the feasibility of creating feature sets 

that can effectively capture established malware signatures inside physical data, with the 

aim of enhancing the system's capacity to identify and detect malicious activities. The 

incorporation of the following features into the clustering model has been undertaken 

with the aim of enhancing the detection capabilities for specific types of malware 

programs. 

2.6.5 Case Studies and Performance Evaluation: 

The topic of interest pertains to case studies and performance evaluation. The 

proposed methodology is comprehensively scrutinized by utilizing empirical data derived 

from operational power grids alongside data obtained from simulated instances of 

malware assaults. The results demonstrate the system's capacity to effectively identify 

anomalies related to malware and highlight the practicality of employing K-Means++ 

clustering in this specific context [29]. 

2.6.6 Real-time alerting and response: 

The objective of this study is to develop a real-time alerting system that can 

promptly inform grid operators about potential malware incidents as they occur. As a 

result, the prompt implementation of swift responses can mitigate the impact of malware 

attacks on the operational efficiency and stability of the power system. 
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In conclusion, it can be inferred that this thesis contributes to the field of 

cybersecurity in critical infrastructure by introducing a novel approach that utilizes K-

Means++ clustering to detect malware in electrical power grids. The utilization of 

physic’s data analysis is a viable approach in the identification of anomalies and potential 

assaults that may evade detection through conventional cybersecurity methods. The 

reason for this is because conventional cybersecurity protocols prioritize the safeguarding 

of the logical elements within a network. The study provides evidence of the practicality 

and effectiveness of the suggested system, emphasizing its capacity to enhance the safety 

and resilience of electrical power grids in response to rising cybersecurity risks. 

  



 40 

CHAPTER THREE 

KAGGLE PLATFORM 

 

Kaggle is a widely recognized online platform that provides opportunities for 

anyone with a keen interest in the fields of data science and machine learning. There exists 

an online community of data scientists and engineers who are engaged in the field of 

machine learning [26]. The platform was initially established in 2010, and over time, it has 

evolved into a prominent hub for holding data science competitions, facilitating the 

exploration of data, and fostering the creation of machine learning applications. Kaggle 

has played a substantial role in fostering the expansion of the data science and machine 

learning areas. This is achieved through the provision of a platform that facilitates 

collaboration between individuals at various skill levels, enabling them to collectively 

engage in problem-solving activities related to practical data science scenarios. 

Additionally, Kaggle serves as a platform for knowledge exchange, allowing participants 

to share their expertise and acquire new insights from their peers. This resource should not 

be disregarded by those with even the slightest interest in these domains.  

The repository of datasets accessible on Kaggle encompasses an extensive variety 

of subject domains. The datasets are made available in downloadable formats to facilitate 

their utilization in applications pertaining to data science, machine learning, and data 

analysis. 

Participation in Kaggle entails engaging in contests within the realm of data 

science, wherein corporations and organizations provide datasets and pose problem 

statements. Participants on Kaggle's platform have the opportunity to engage in these 
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competitions. These problems serve as a catalyst for global collaboration among data 

scientists, machine learning experts, and practitioners, fostering the joint creation of 

models and algorithms aimed at effectively addressing the identified problem. The ability 

to participate in data science competitions presents an exceptional opportunity to 

demonstrate and highlight one's proficiency in the field, with the added incentive of 

potentially securing monetary rewards.  

Kaggle curates a substantial repository of datasets that are openly available to the 

general public, encompassing diverse fields such as the social sciences, economics, and 

healthcare. Users possess the capability to publish and disseminate datasets for the 

purpose of facilitating use by other users. One may engage in an exploration of the Kaggle 

Datasets website in order to enhance their understanding of Kaggle's comprehensive 

collection of datasets. Datasets can be located through the utilization of keywords or by 

navigating through different categories and tags, enabling the identification of datasets that 

align with our specific interests or project prerequisites. 

3.1 Essential features of Kaggle: 

Kaggle is a comprehensive platform catering to data science amateurs, 

professionals, and scholars. It cultivates a cooperative and competitive environment that 

promotes learning and problem-solving in the domain of data science and machine 

learning. The combination of Kaggle's attributes renders it a comprehensive platform. 

3.1.1 Participation 

 Kernels refer to an interactive computing environment known as Jupyter 

Notebooks, which facilitates the execution of Python or R applications directly within web 

browsers. This tool proves to be highly advantageous in conducting data analysis and 
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constructing models. The act of exchanging kernels with other individuals is indeed a 

feasible endeavor. 

3.1.2 Training and Education 

Kaggle provides a variety of courses and tutorials aimed at facilitating users' 

acquisition of knowledge in the fields of data science and machine learning, as well as 

enhancing their proficiency in these domains. This course encompasses a range of topics, 

including Python programming, machine learning, deep learning, and various other areas. 

3.1.3 Engagement and discourse 

Kaggle offers its members a platform for community interaction, enabling them to 

inquire, deliberate on data science subjects, and collaborate on initiatives pertaining to the 

domain. This venue provides an excellent setting for discussing the field of data science 

and seeking support for any challenges encountered. 

3.1.4 Prospects for Securing Employment  

Pathways for Career Advancement Kaggle serves as a valuable platform for 

cultivating one's data science portfolio, hence facilitating access to diverse avenues for 

career progression. The assessment of candidates' talents and level of experience by 

employers in the domains of data science and machine learning sometimes involves the 

examination of their Kaggle profiles. 

3.1.5 Datasets and Notebooks 

Kaggle offers users a platform for publishing and sharing datasets, along with 

Jupyter Notebooks that demonstrate data analysis and machine learning projects. The 

utilization of Kaggle's collaborative and sharing capabilities facilitates the acquisition and 
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dissemination of information among community members, hence emphasizing its 

significance. 

3.1.6 Downloading Datasets 

Kaggle provides users with the capability to access and get datasets directly from 

their personal accounts. Most datasets are available for download in widely used file 

formats for data, such as CSV, JSON, or Excel. In order to access datasets, it is typically 

necessary to possess a Kaggle account, although a considerable number of datasets are 

available at no cost. To ascertain any usage constraints or licensing agreements associated 

with certain datasets, it is advisable to refer to the metadata of the dataset [30]. 

3.1.7 Dataset Metadata 

The dataset metadata for each entry in Kaggle's database includes information that 

describes its contents, such as the source of the data, its definition, the number of rows and 

columns, the document type, and any relevant license information. The pertinent 

information can be located within the "Dataset Metadata" section of the Kaggle website. 

The acquisition of this information is crucial for comprehending the whole content of the 

dataset and determining its potential applications. 

3.1.8 Apps and APIs 

Kaggle offers a range of applications and application programming interfaces 

(APIs) that facilitate the programmatic access of its data and services by developers and 

data scientists. This development facilitates enhanced automation and enables increased 

interaction with many platforms and tools. 
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Figure 6: Distributed Transformer Monitoring Dataset 
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3.2 Advantages of Kaggle 

Kaggle offers a multitude of benefits to individuals who possess proficiency in 

machine learning and data analysis and those with a vested interest in subjects pertaining 

to data analysis. 

3.2.1 Provision of Access to a Wide Array of Datasets 

 Kaggle offers users the opportunity to access a substantial collection of datasets 

that are categorized based on a diverse range of subject domains. Due to the diverse array 

of difficulties present in the real world, this program offers the chance to engage with and 

evaluate data from several disciplines, such as healthcare, economics, and the social 

sciences, among others. 

3.2.2 Data science competitions  

Data science competitions have emerged as a popular platform for individuals and 

teams to showcase their skills and expertise in the field of data science. These 

competitions provide a competitive environment. Kaggle serves as the platform for several 

data science challenges, a subset of which provide financial rewards to the winners. By 

engaging in these challenges, participants will have the opportunity to demonstrate their 

talents, tackle complex tasks, and engage in competition with data scientists globally. 

3.2.3 Kaggle Kernels  

The Kaggle Kernels feature provides users with the ability to create and execute 

code within a Jupyter Notebook environment, accessible through their web browsers. The 

utilization of data analysis and machine learning facilitates the efficient creation and 
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distribution of projects. Utilizing kernels generated by other individuals presents an 

additional avenue for acquiring knowledge and engaging in collaborative endeavors. 

3.2.4 Collaborative Efforts in Open-Source Development 

 Kaggle promotes collaborative efforts among users by facilitating the utilization 

of open-source tools. The community has undergone a transformation into an interactive 

platform for the sharing of information and code, owing to the substantial contributions of 

kernels and datasets. 

3.2.5 The Concept of Awareness and Recognition 

Achieving favorable outcomes in Kaggle competitions and developing frequently 

utilized projects might contribute to increased visibility and acknowledgement within the 

data science industry. This opportunity presents a platform for you to showcase your 

proficiencies and specialized knowledge, so it is advisable to capitalize on it. The topic of 

interest pertains to the concept of problem solving and the various challenges associated 

with it. Kaggle's competitions encompass a diverse array of problem domains, spanning 

from image classification to natural language processing. Enhancing problem-solving 

abilities and staying updated on contemporary business strategy. 

3.3 Kaggle Constraints and Restrictions 

Individuals with an inclination towards data analysis and related subjects can get 

considerable advantages by employing Kaggle, a platform that offers diverse avenues for 

exploration. This includes professionals specializing in data analysis, individuals well-

versed in machine learning techniques, and any other individuals with a keen interest in 

data analysis and its associated themes. Nevertheless, it is important for Kaggle users to 
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acknowledge some constraints and restrictions, notwithstanding the platform's multitude 

of favorable qualities and advantages. 

3.3.1 Internet Dependency 

The necessity of a reliable internet connection is a prerequisite for users to access 

the functionalities offered by Kaggle, given its online nature. Utilizing Kaggle efficiently 

can pose challenges for individuals with little or no access to internet connectivity. 

3.3.2 Data Privacy and Sensitivity 

Kaggle datasets are regularly provided to a wide range of users; yet, it is important 

to note that not all datasets are universally applicable to every use case. Given that Kaggle 

is a publicly available website, it is advisable for users to use caution while handling 

sensitive or confidential data, as datasets posted on the platform may be visible to other 

individuals. 

3.3.3 Limited Hardware Resources 

Although Kaggle offers free GPU and CPU resources for data analysis and 

machine learning, these tools are concurrently utilized by a substantial user base. There 

exists a potential for a scarcity of resources during instances of popular challenges or 

periods characterized by high levels of consumption. 

3.3.4 Niche Target Audience 

The primary focus of Kaggle is centered around fields such as data science, 

machine learning, and other closely related disciplines. If one's primary interest lies in 

alternative subfields of computer science or domains, such as web development, it is 

advisable to consider alternative platforms rather than Kaggle. 
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3.3.5 Platform Modifications  

Both the services provided by Kaggle, and the governing rules are susceptible to 

modification. It is advisable for users to stay updated on platform updates and develop a 

strategic approach to address any potential changes. 

3.3.6 Public data overfitting  

The dataset provided to the public in Kaggle contests generally constitutes a partial 

representation of the complete dataset. If the model is excessively tailored to fit the public 

data, there is a potential drawback of insufficient generalization to the private test data, 

which will only be accessible after the competition concludes. 

3.4 Kaggle Learning: 

Students have the opportunity to acquire and enhance their proficiency in data 

science and machine learning through the use of several resources accessible on Kaggle. 

Kaggle provides a diverse range of educational opportunities suitable for individuals at 

various levels of experience, whether they are beginners seeking to enter the sector or 

experienced professionals aiming to enhance their knowledge and skills. Figure 6 shows 

the variety of opportunities that Kaggle encompasses. 
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Figure 7. Kaggle Learning hub 

In order to optimize the utilization of Kaggle's educational resources, it is 

advisable to consider establishing a Kaggle account and engaging with the diverse array 

of courses, datasets, and community functionalities accessible on the platform. In order to 

optimize one's learning experience on Kaggle, active participation in tournaments and 

engaging in discussions with fellow community members are recommended strategies. 

Kaggle is a highly interactive platform that possesses the potential to serve as a valuable 

tool for the professional advancement and ongoing education of individuals in the field of 

data science. 

3.5 Kaggle in the academic and research domain 

Kaggle is an indispensable resource in the domains of research and education, 

particularly for individuals engaged in data-driven disciplines such as computer science, 

statistics, and machine learning. In the context of research publications, it is imperative to 
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comply with ethical principles, acquire appropriate permits for data usage, and accurately 

cite the source while utilizing Kaggle datasets. Kaggle datasets have the potential to serve 

as a valuable resource for academic and research endeavors. Nevertheless, it is imperative 

to exercise caution and prudence when utilizing them. Furthermore, it is imperative for 

researchers engaging in Kaggle contests for academic purposes to familiarize themselves 

with the competition regulations and license agreements prior to their participation in any 

events. Below are many examples that illustrate the utilization of Kaggle in academic and 

research environments: 

3.5.1 Research Data  

Kaggle offers academics a wide range of datasets that can be highly valuable for 

their different research endeavors. The datasets accessible on Kaggle offer valuable 

opportunities for research and analysis across several sectors, encompassing the social 

sciences, healthcare, and numerous other domains. Engaging in Kaggle competitions and 

projects provides academics with the chance to acquire hands-on experience in tackling 

data-driven challenges and enhancing machine learning models. When conducting 

research in either the business or academic domains, this knowledge may be of 

significant value. 

3.5.2 Incorporation of real-world problems 

Characterized by extensive data sets, for the purpose of benchmarking is a 

common practice in Kaggle competitions. Competitions of this nature possess the 

capacity to function as benchmarks for the algorithms and models devised by scholars. 

The evaluation and enhancement of research methodologies can be achieved by 

leveraging Kaggle tournaments. Kaggle is a renowned and extensively utilized 
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instructional resource within the realm of academia. Students have the opportunity to 

acquire practical experience in the fields of data science and machine learning through 

enrollment in courses that utilize Kaggle tournaments, datasets, and kernels as 

instructional resources. 

3.5.3 Ethical Utilization of Data 

The requisite information for the dissemination of study findings can be accessed 

on the Kaggle platform. Researchers must use caution and diligence when retrieving 

datasets from Kaggle, as it is imperative to ascertain the data's origin in order to uphold 

appropriate citation practices and ensure ethical utilization of the data. 

3.5.4 The Investigation of Novel Concepts  

Academic researchers can leverage Kaggle contests as a means to explore novel 

ideas and methodologies for problem-solving within their respective domains through 

active engagement in these competitive events. It is conceivable that players engaged in 

Kaggle tournaments may generate novel solutions to the assigned problems. 

3.5.5 Ensuring Validity and Reproducibility  

Kaggle is a platform that affords researchers the option to validate and replicate 

the work of other people. Academic researchers possess the capability to scrutinize 

Kaggle kernels and competition solutions for the purpose of assessing the efficacy of 

previously formulated methods. 
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3.5.6 Promoting Interdisciplinary Collaboration  

Kaggle promotes interdisciplinary collaboration by virtue of its comprehensive 

dataset collection. Interdisciplinary research endeavors facilitate collaboration among 

scholars from diverse disciplines in order to collectively tackle a broad spectrum of 

intricate and distinctive challenges. 

 

Figure 8. Kaggle Collaboration in Data Since and Deep Learning 

 

3.6 The mythology of Kaggle  

The platform utilized by Kaggle incorporates a diverse array of technologies and 

construction methodologies. Although specific frameworks and technologies may see 

modifications over time, Kaggle has been observed to utilize the following technologies. 

3.6.1 Python 

Python is the predominant programming language utilized on Kaggle, exhibiting 

the highest frequency of usage. The utilization of Kaggle, a platform that offers users a 
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Python environment for coding and executing operations in Jupyter Notebooks, is a 

prevalent approach within the domains of data science and machine learning. 

3.6.2 The Jupyter Notebook 

The Jupyter Notebook is a web-based interactive computing environment that 

facilitates the sharing of documents that contain executable code, equations, and visual 

Kaggle kernels. These kernels, which are designed based on Jupyter Notebooks and 

facilitate users in developing, executing, and exchanging code, constitute a fundamental 

component of the Kaggle platform. 

3.6.3 GPU’S and CPU’S 

Kaggle offers computational resources for both graphics processing units (GPUs) 

and central processing units (CPUs), facilitating enhanced efficiency in training machine 

learning models and performing data analytic tasks. Nvidia GPUs are employed for a 

range of machine learning projects. 

3.6.4 API 

The Kaggle platform provides users with the capability to interact with it 

programmatically through the utilization of an application programming interface (API). 

This application programming interface facilitates a diverse array of functionalities, 

encompassing tasks such as retrieving datasets and submitting entries to competitions, 

among other capabilities. 

3.6.5 Cloud Services 

Cloud services refer to the delivery of computing resources, such as storage, 

processing power, and software applications, over the internet. Kaggle employs a cloud 
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computing infrastructure, such as Google Cloud Services, to facilitate the hosting of its 

platform and provide users with diverse computer resources. 

3.6.6 GitHub 

Kaggle users have the option to establish a connection between their accounts and 

GitHub, thereby facilitating the seamless sharing of code and projects between these two 

platforms. The capability is accessible to Kaggle users. 

3.6.7 SQL Databases 

Kaggle utilizes SQL databases for the purpose of storing metadata as well as 

additional information pertaining to datasets and user activity on the platform. 

3.6.8 Privacy Measures 

Kaggle implements various privacy and security measures to preserve the data of 

its users and enforce compliance with its data usage policies. Kaggle is an online 

competition platform that mostly centers around the domains of data science, machine 

learning, and data analysis. This platform offers a wide range of valuable tools and 

chances for individuals at various levels of expertise, including both newbies and those 

with more experience in the industry. The utilization of this platform is prevalent within 

academic, research, and industrial settings, serving as a foundation for machine learning, 

data science, and other domains. Moreover, this platform has a progressive nature, 

thereby making a significant contribution to the advancement of the data science 

community. 
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CHAPTER FOUR 

POSSIBLE ATTACKERS AND INFRASTRUTURE 

 

Infrastructure security pertains to the implementation of comprehensive procedures 

aimed at safeguarding important systems and assets from potential threats, including both 

physical and digital attacks. From an information technology perspective, the scope of 

asset management typically encompasses both software and hardware resources, including 

personal computers, smartphones, tablets, data center infrastructure, networking systems, 

and cloud-based resources [31]. The preservation of an organization's assets, electronic 

records, reputation, adherence to regulations, and sustainability heavily relies on the 

criticality of infrastructure security. 

In contemporary times, it is feasible for an individual to effortlessly transmit and 

receive diverse forms of data, encompassing electronic mail, videos, and audio files, by a 

simple act of pressing a button. However, it remains pertinent to inquire whether any 

contemplation has been given to the users’ input on the degree of security in the transfer 

and communication of their information to ensure its integrity and confidentiality. The 

remedy can be found in the realm of cyber security. The Internet has emerged as a rapidly 

expanding infrastructure in contemporary daily life. [32]. 

4.1 Cyber-attacks on Critical Infrastructure 

The energy "grid" consists of critical infrastructure systems such as those that 

power generation, treatment of water, electricity production, and other platforms. This 

grid, while useful to the public, is vulnerable to cyberattacks by "hacktivists" or terrorists. 
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According to Idan Udi Edry, the Chief Executive Officer of Nation-E, a company 

specializing in cyber security solutions, their services facilitate secure connections 

between customers' infrastructure and the internet. This allows for remote access and 

control of vital assets in a safe manner. 

The energy sector is a prominent target for cyberattacks on important networks; 

however, it is not the only industry susceptible to such threats. Transportation, government 

services, telecommunications, and vital sectors such as manufacturing are also susceptible 

to potential risks. 

4.1.1 Complexity of critical infrastructure 

The complexity and interconnectivity of critical infrastructure, such as power 

generation and distribution systems, are steadily increasing. A few decades ago, power 

grids and other essential infrastructure systems functioned in a state of isolation. 

Currently, there exists a significantly higher level of interconnectivity, encompassing both 

geographical and cross-sectoral dimensions. [33] 

According to Edry, the US power grid scenario serves as a notable example, 

illustrating how the breakdown of a single essential infrastructure component might 

potentially trigger a catastrophic sequence of events. The issue about the susceptibility of 

vital infrastructure to cyberattacks and technical failures is not surprising. Recent incidents 

have provided validation for the concerns expressed. According to Internet Crime 

Complaint Center, there was a notable rise of 20% in cyber investigations throughout the 

year 2015, accompanied by a significant surge in attacks targeting important 

manufacturing sectors in the United States, which doubled in frequency. 
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4.1.2 Infrastructure Cyberattacks Target Control Systems 

According to the Organization of American States, it is more likely for 

cyberattacks on critical infrastructure and manufacturing to focus on industrial control 

systems rather than data breaches [31]. According to their study, it was discovered that 

54% of the 500 suppliers of essential services in the United States who were polled 

reported instances of attempts to manipulate their systems, while 40% encountered efforts 

to disrupt the functioning of their systems. Moreover, 50% of respondents indicated that 

they had observed a spike in attacks, whereas 75% expressed the belief that these attacks 

were getting increasingly sophisticated. 
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Table I.  Recent Cyber Attacks on Critical Infrastructures 

Attack/Year Attacker Attacked Type of Attack 

Ukraine Power 

Grid  

Attack No. 2 

(2016) 

Russia (Ukraine Power Grid) Same as Ukraine Power Grid  

Attack No. 1 (2015) but with a  

TDos/More organized than first 

TRITON on 

Saudi  

Oil and Gas 

 facility (2017) 

XENOTIME Saudi Arabian 

Oil and Gas 

facility 

TRISIS malware framework 

[1]/Error in attack-no damage 

Symantec 

Dragonfly attacks 

(2017) 

Dragonfly US 

and EU Energy 

Sector 

Range of malware tools. 

RAT software. [2]/Raised 

awareness 

Cryptocurrency 

Mining  

at EU wastewater 

site (2018) 

Unknown EU wastewater  

site and networks 

Mining Malware [4]/System was 

down for an unknown amount of 

time 

Firewall Flaw in 

western US Grid 

(2019) 

Novice hacker 

Running a 

script 

Grid sites in  

California 

Automated bot scanning for  

vulnerable networks”  

[5] /Grid was blind for 10 hours 

Colonial Pipeline 

Hack (2021) 

DarkSide Colonial Pipeline Brute Force Attack/Ransomware. 

[6] Pipeline was shut down for six 

days 

 

As previously said, cyberattacks are a subject of significant concern. Despite the 

abundance of warnings, reports, and events, threat actors persistently engage in the 

development of attacks. The frequency and sophistication of attacks perpetrated by threat 

actors have been observed to escalate annually [31][32]. Table I displays instances of 

historical and contemporary cyberattacks that have occurred between 2016 and 2021. This 

table provides details on the perpetrator responsible for each attack, the specific 
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infrastructures that were targeted, the sort of attack used, and any discernible 

consequences resulting from these incidents.  The Western US grid attack involved a more 

sophisticated strategy, wherein the attackers used an automated bot to systematically 

search for networks with vulnerabilities [32].  

Due to the enhanced techniques and tools utilized by threat actors, it is imperative 

to adapt security protocols and strategies accordingly. The utilization of proactive digital 

forensics (ProDF) can assist in addressing these sophisticated approaches. Before the 

occurrence of assaults, investigators must assure the appropriate implementation of plans, 

tools, and methodologies, to enhance efficiency in terms of time, effectiveness, and cost. 

4.1.3 Infrastructure for enterprises, organizations.   

Based on the existing national legislation and international legal agreements 

approved by Ukraine, the category of critical infrastructure items encompasses firms, 

institutions, and organizations that hold significant strategic importance for the state, 

regardless of their ownership structure. 

In response to the growing menace of cybercrime, there has been a significant 

focus on digital forensic investigations to address critical infrastructure incidents. 

Currently, investigations heavily depend on reactive digital forensics, which involves 

conducting inquiries after the occurrence of an incident [34]. The investigation process is 

characterized by its significant consumption of time and financial resources. Additionally, 

this technique carries the potential for data loss. Following the occurrence of an incident, it 

is imperative to promptly obtain data before the system replaces volatile data. 

Incorporating a proactive methodology in digital forensic investigations has the potential 
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to yield time and cost savings while simultaneously bolstering the system's protection 

mechanisms. [102] 

4.1.4 Challenges and Techniques in Cyber Security 

Over the past few years, there has been a significant change in the characteristics 

of IT security incidents. Previously, these incidents primarily consisted of isolated attacks 

on information systems. However, there has been a discernible transformation towards 

deliberate, focused, and intricate cyber threats that have been targeted towards individuals, 

institutions, and even entire nations [33]. The interdependent functionalities of digital 

technologies afford several advantages, yet they also generate a plethora of novel risks that 

have significant implications. Despite the apparent interchangeability of these phrases, it is 

important to note that cybersecurity and information security are distinct concepts. 

4.1.4.1 Access control and password security 

Usernames, passwords, PINs, biometric scans, and security tokens have always 

been key components of information security. This could be one of the initial 

cybersecurity measures. 

4.1.4.2 Authentication of data 

Before downloading any attachment that we receive via email or any other 

manner, it must always be validated, meaning that all documents have to be examined to 

ensure that they are not coming from a untrusted source [35]. Antivirus software is used to 

authenticate these documents. 
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4.1.4.3 Malware detectors 

 Usually, malware detectors check all the system's files and documents for harmful 

viruses or malicious code, where malicious software, which is sometimes referred to as 

malware, includes viruses, worms, and Trojan horses. 

4.1.4.4 Anti-virus software 

Antivirus software, usually referred to as AV software, which is a computer 

program intend to identify and find harmful software’s from the PC or network. Where is 

malware is any software that can damage the computer or corrupt or manipulate data, 

which includes viruses, worms, Trojan horses, spyware, adware, and other similar 

programs. 

Figure. 9. Cybersecurity techniques  
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4.2 The Phenomenon of Cybercrime on Computer Networks 

Any illegal activity that might use a computer as its main tool for commission and 

theft is referred to as cybercrime [37]. The U.S. Department of Justice broadens the 

definition of cybercrime to encompass any illegal action that keeps evidence on a 

computer. According to the Internet Crime Complaint Center (IC3), an average of 652,000 

complaints have been reported to the IC3 over the course of the previous five years. The 

grievances encompass a wide array of internet fraudulent activities that affect individuals 

worldwide [IC3]. 

 

Figure. 10. Data for complaints and losses over the years 2018 to 2022. [36] 

 

The chart presents both annual and cumulative data related to complaints and 

losses from the years 2018 through 2022. During the specified period, the IC3 
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accumulated a cumulative count of 3.26 million complaints, which corresponded to a 

reported financial loss amounting to $27.6 billion. The user's text is already academic in 

nature. 

The data that is shared with IC3 can have a significant impact on individual 

complaints, but its greatest impact is observed when analyzed collectively. When these 

individual complaints are aggregated with additional data, it enables the FBI to establish 

connections between complaints, conduct investigations into alleged crimes, monitor 

patterns and potential threats, and, in certain instances, impede the flow of 

misappropriated monies. Equally significant is the fact that the IC3 disseminates crime 

reports across its extensive network of FBI field offices and law enforcement 

collaborators, thereby enhancing our country's unified reaction at both local and national 

levels. 

4.3 Strategies for Mitigating Critical Infrastructure Cyberattacks 

It is important to promote the development and maintenance of a cybersecurity-

oriented culture. Ultimately, it is human beings who safeguard the integrity and security of 

businesses. The compromise of a system can occur through several means, such as 

phishing and zero-day attacks. In some instances, the system's security is breached due to 

the actions of a lone employee, who may inadvertently download a file containing 

malware, mistakenly disclose their credentials to a cybercriminal, or neglect to apply 

necessary patches or updates to their equipment [36]. The strength of the system is only 

determined by the weakness of the weakest password, as it can be compromised using 

brute force assaults and password spraying techniques. 
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4.3.1 Cyber Hygiene. 

Multi-Factor Authentication. Employees require more than a password to enter a 

network or system. 

Data Encryption. Smart grids, smart meters, and other IoT devices should encrypt 

data and communication. 

Firewall. A digital firewall that scans, assesses, and filters incoming traffic. 

Security Information and Event Management (SIEM). Protects against malware 

and monitors network access. 

Anti-malware software. Scans devices, finds risks, and eliminates malware. 

4.3.2 Securing physical assets: 

Physical asset security is essential for individual, company, and organizational 

security. Infrastructure, equipment, data centers, and other physical infrastructure must be 

protected from numerous threats and risks. Most common approach has been used in 

companies and organizations which is access cards, biometrics, and surveillance cameras, 

etc. set stringent access controls and allow only approved users to access the software. A 

software that has been used widely within organizations called is called lightweight 

directory access protocol (LDAP), with which organization can store data in the company 

local directory and authenticate certain users to access the directory. 
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Figure. 11 Lightweight directory access protocol [38]. 
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CHAPTER FIVE 

DECOY 

 

In the world of computer security, a decoy refers to an artificial system or network 

that is strategically established with the intention of attracting and misleading malicious 

hackers. Referred to as a "honeypot," this simulated system is strategically developed to 

redirect and ensnare malicious actors in the cyber realm, thereby enabling cybersecurity 

professionals to actively observe their actions, accumulate valuable intelligence, and 

safeguard the authentic network infrastructure. 

Honeypots have gained widespread acceptance and have been extensively studied 

as a method for monitoring the occurrence of vulnerabilities across various internet 

services. Researchers are enabled to identify the emergence of novel exploits and monitor 

the extent to which vulnerabilities are being exploited. Adversaries possess a vested 

interest in identifying and evading honeypots, as they aim to refrain from attracting 

scrutiny towards their distinct methods of exploitation and associated resources [39]. 
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Figure. 12. Decoy physical equipment [39]. 

 

The prevalence of malware has been steadily increasing due to the expanding 

volume of data being transmitted via contemporary communication networks. Malware 

has significant effects on both general-purpose computing systems and industrial control 

systems. In response, several defensive tools and techniques have been devised to 

counteract their actions. Honeypots are considered to be one of the defense tactics. 

Honeypots possess a high level of efficacy in detecting malware due to their passive 

nature, as they refrain from initiating any autonomous behavior. However, malware that is 

knowledgeable about decoys examines its targets for inconsistencies before proceeding 
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with its actions. In the event that malware identifies a potential victim as a decoy, it will 

retreat and remove itself,  disappearing prior to the defender's detection of any indications. 

[40] 

 

Figure. 13. Probing of decoy processes on a compromised machine.[39] 

 

5.1 Decoy utilization 

The utilization of decoy tactics has proven to be a successful strategy for 

protecting our computer systems and identifying possible attacks. One distinguishing 

feature of decoys is their deployment within the authentic system. Decoys possess the 

inherent benefit of efficiently unveiling covert attacks while obviating the need for 

legitimate users to authenticate themselves upon accessing the decoys. Park et al. 

generated Java-based code as a software decoy to use for obfuscation techniques. [105]. 

Lee et al. introduced a novel approach for generating decoy files through an analysis of the 

Ransomware.[41] 
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Figure. 14. Decoy Pseudo Code Simulating the Behavior of a Decoy 

 

5.2 Decoy processes. 

This section will outline the step-by-step procedure for creating a dynamic display 

specifically designed for decoy processes. The objective of this study is to simulate a 

deceptive procedure, referred to as a decoy process, in a manner that convincingly 

presents the process to potential attackers as a fully operational system with performance 

characteristics identical to those of its legitimate counterparts. The achievement of this 

objective is realized through the projection of the decoy process as a novel process [42]. 

Due to its nonexistence, our procedure does not utilize any of the tangible resources 
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present in the system. The initiation of our process differs from the establishment of our 

procedure. When a genuine process is initiated, there is a requisite overhead that must be 

incurred to allocate resources, data, code, and libraries for the purpose of storing the 

simulated process in the primary memory. This phenomenon is commonly referred to as 

the cost of reproduction. 

In order to initiate a new process, it is necessary to first halt the ongoing execution. 

This guarantees that the CPU scheduler will refrain from initiating the new process. 

Nevertheless, as previously mentioned, the act of halting execution to produce a stable 

state proves to be inefficient due to the continued utilization of CPU cycles and secondary 

storage. 

The task at hand presents us with a dilemma as we strive to distinguish our 

technique from any possibly deleterious activity. Malicious actors employ techniques to 

obfuscate their processes by manipulating the usual execution of system calls. 

Modifications are implemented to the system calls and process manager in a 

manner that suppresses the inclusion of information pertaining to malicious processes 

within the returned list. Consequently, the process manager effectively circumvents the 

alterations. Nevertheless, there are established techniques that can reveal the presence of a 

concealed process using this approach. Various methods can be employed to accomplish 

this work, including the utilization of tools such as the task management tool. [43] 

5.3 The influence of input/output data on the consistency of decoy processes 

A suitable procedure will encompass input/output (I/O) read and write operations, 

enabling it to both retrieve data and generate output. The input/output operations are 

produced by various devices, including files, keyboards, screens, hard disks, and network 
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interface devices. Despite the availability of performance counters for monitoring I/O 

activities, malevolent entities retain the capability to clandestinely check the processes in 

which a process engages with I/O devices. The researchers possess the capability to 

analyze every input/output (I/O) data flow and see the total lack of I/O operations 

involving a specific target process. Consequently, in order to enhance the efficacy of the 

decoy process in deterring malware, it is imperative for the dependability of resource 

utilization by decoy processes to align with the input/output (I/O) traffic associated with 

I/O devices. 

5.4 Defining an input data set 

This section will describe the process of defining the input data sets X and Y in 

order to incorporate the two key variables, namely transition probability and transition 

time frame. Multiple models can be generated by utilizing the specifications of input data 

sets. The aforementioned data sets pertain to a shared model but exhibit differences in 

temporal aspects and transition probabilities. 

The capabilities of the OPCExplorer process were divided into many jobs. The 

input data X and Y are defined through the decomposition of the process functionality into 

individual tasks, resulting in the aforementioned conclusion. In a more precise manner, X 

consists of input data values that are expressed through the identical model, utilizing the 

same time and transition probability parameters. Similarly, Y is composed of input data 

values that are characterized by the identical model, employing the same transition 

probability parameters. The data values in Y necessitate recalculating the time and 

probability due to their lack of correspondence with the previous parameters. To provide 

further clarification, the specific task of obtaining OPC server properties outlined in Table 
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1 will include a unique code path. Consequently, this will lead to varying probabilities and 

transition durations in both the outer and inner automatons. This is in contrast to the 

actions of removing a tag from a collection or retrieving information from a tag [44]. 

Nevertheless, our model takes into consideration the variability that exists among 

different occupations in terms of the durations and likelihoods of transitioning. At some 

intervals, the rate of transitions between states may exhibit greater frequency compared to 

other intervals. Our technique remains unaffected by variance as we meticulously record 

each state change, including its chance of transitions and length. 

5.4.1 Structured Data Collection: 

A structured collection of data refers to a systematically ordered assemblage of 

data, typically arranged in a structured manner, such as in rows and columns or in a 

suitable alternative format. In a tabular format, each row typically corresponds to an 

individual data point or observation, while the columns of the table often pertain to 

different attributes or features associated with the data points [46]. 

5.4.2 Raw Data:  

Raw data refers to datasets that do not require extensive processing and are either 

unprocessed or have only undergone minimum processing. The datasets presented above 

are unprocessed and unaltered information derived from the real world. 
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Figure 15. Row Data Set. 

 

5.4.3 Initial Data Source 

In a broad sense, input datasets often include unprocessed or minimally processed 

data. The datasets encompass unaltered information collected from the real world prior to 

any analysis or manipulation. 

5.4.4 Specific to Use 

The layout of an input dataset frequently has a purpose-driven nature, indicating 

that it is tailored to the particular problem or task at hand. When conducting an analysis of 

data related to client sales, the input dataset may include various pieces of information, 

such as customer names, purchase quantities, and purchase dates. 
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5.4.5 Data Types and Variable Features: 

The input datasets have the potential to encompass a diverse range of data types, 

such as numeric data, text data, categorical data, image data, audio data, or a combination 

thereof, among other possible data types. The selection of acceptable data types should be 

guided by the problem being addressed. The Diverse and Multifaceted Attributes in a 

given input dataset, the columns, which are often referred to as variables, often represent 

diverse attributes, qualities, or features associated with the individual data points. As an 

illustration, the variables inside a dataset concerning residential properties may encompass 

the aggregate area in square feet, the quantity of bedrooms, and the corresponding selling 

price. 

5.5 Conclusion: 

In the area of data-driven decision-making, analytics, and machine learning, the 

significance of input datasets cannot be overstated. Initially, it is important to collect the 

data, engage in preprocessing, and ultimately transform the data into a suitable format. It 

is only at that point that one can derive perceptive judgments or make accurate 

predictions. Data scientists and analysts often allocate a significant amount of their effort 

to the task of cleansing and preparing input datasets, ensuring their suitability for analysis 

or modeling purposes. 
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CHAPTER SIX 

APPLICATION AND FUTURE RESEARCH 

 

Protecting against cyberattacks with computer-generated intelligence (CGI)  

The significance of security has been greatly amplified due to the rapid 

advancement of technology. The primary factor contributing to this phenomenon is the 

increase in malware incidents detected in industrial computer systems, resulting in 

potential harm to both the computer infrastructure and the individuals or organizations 

involved. To maintain the engagement of the stakeholders. The term "malware" 

encompasses a set of malevolent programming codes designed to inflict harm upon 

computer systems, software, or web applications. Based on the results of an investigation, 

it has been observed that software programs exhibit an inability to discern between valid 

system calls and those that are malicious in nature. To ensure the protection of 

stakeholders, it is imperative that computer systems and web apps are designed with the 

capability to identify and distinguish between malicious activities and approved operations 

performed by applications. Artificial intelligence (AI), machine learning (ML), and deep 

learning (DL) represent groundbreaking concepts that can be effectively employed by 

various algorithms aimed at identifying harmful software activities. This article presents a 

proposal for employing artificial intelligence (AI) techniques to identify and mitigate 

malware activity occurring in computer memory. The objective is to safeguard sensitive 

data kept in memory by preventing unauthorized access by malware. These techniques 

enable the identification of malicious software operations occurring in computer memory. 

This study introduces a revolutionary technology that utilizes the k-means algorithm and 
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the elbow technique, together with other functionalities, to effectively classify physical 

data stored in memory. The proposed technology aims to achieve prompt detection of such 

data.   

6.1 Electrical Power Grid (EPG) 

The growing number of malware incidents in industrial computer systems has 

generated substantial apprehension regarding security. The primary reason for concern 

over this issue derives from the possibility of physical harm to computer systems as well 

as the negative repercussions it may have on various stakeholders, including hospitals, 

corporations, and dwellings. The electricity sector is a highly susceptible industry that 

experiences a significant frequency of cyberthreats. The expanding scope of threats has 

resulted in their infiltration into industrial control systems.  

The energy sector is one of the top three industries in the United States that are 

vulnerable to deliberate attacks. In 2016, the energy sector saw a cumulative count of 59 

occurrences. The energy sector has been subject to significant targeting attacks, not only 

within the United States but also across Europe and Japan. [38] 

To overcome these challenges, the power sector must allocate significant resources 

towards implementing resilient cybersecurity protocols, regularly maintaining and 

updating systems, conducting thorough risk evaluations, and collaborating with 

governmental entities, industry counterparts, and cybersecurity experts to fortify its 

safeguards against cyber hazards. Furthermore, there is a growing focus on the 

implementation of norms and regulations to aid in safeguarding critical infrastructure 

against cyberattacks.  

There are multiple vulnerabilities caused by the following factors: 
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6.1.1 Critical infrastructure.  

This refers to the essential systems, networks, and assets that are vital for the 

functioning of a society, economy, or organization. The generation, transmission, and 

distribution networks of electrical power exemplify crucial infrastructure, playing a vital 

role in facilitating the functioning of contemporary society. Disruptions within the 

electricity industry can yield significant consequences, extending beyond the realms of the 

economy and society and encompassing national security as well. As a result of this, threat 

actors may find cyberattacks targeting this industry attractive for the purpose of causing 

harm or gaining leverage. 

6.1.2 High Stakes.  

The potential consequences of a successful cyberattack against the electrical sector 

might be quite detrimental. These attacks have the potential to cause power outages, 

leading to the deprivation of energy access for significant populations, causing financial 

repercussions, and, in certain cases, endangering lives. 

6.1.3 Complex Systems.  

The electricity sector relies on intricate systems comprising diverse equipment and 

networks. The interconnectivity of these systems is increasing as a result of the integration 

of digital technology, hence rendering them susceptible to potential cyber threats. Due to 

its intricate nature, the system may be vulnerable to attacks originating from diverse 

sources. 
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6.1.4 The Focus of Interest. 

 Cyberattacks targeting the power sector can be executed with diverse motivations, 

encompassing the pursuit of economic benefits, political objectives, or industrial 

espionage. The sector may be targeted by many entities, such as state-sponsored actors, 

criminal organizations, and hacktivists, due to a range of motives. 

6.1.5 Insufficient Implementation of Security Measures.  

Efforts have been made by the power sector to enhance cybersecurity, yet the 

presence of vulnerabilities persists owing to issues such as the utilization of outdated 

technologies, insufficient allocation of resources towards cybersecurity, and the inherent 

difficulty of effectively safeguarding extensive, interconnected networks. Notwithstanding 

these endeavors, vulnerabilities persist. 

6.1.6 The dynamic nature of the threat landscape. 

 The dynamic nature of the threat environment is characterized by constant 

evolution as novel and increasingly intricate techniques of cyberattack continue to emerge. 

Threat actors consistently engage in the exploration of innovative methods and tactics to 

exploit weaknesses within the electrical sector's infrastructure. 

6.2 Malware. 

The evolution of these viruses was also modified due to developments in 

technological innovation [39]. The Morris worm, ILOVEYOU, and Melissa represent a 

selection of malicious software instances that have been identified within the last few 

decades.  

These viruses possess the capability to infect software applications utilized in 

business, enterprise, or organizational settings. Their propagation can occur through 
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routine usage or downloading, the installation of commercial software, malicious intent, 

or simply by clicking on a predetermined hyperlink. The potential impact of these 

software applications extends to government systems, data centers, laboratories, and 

hospitals. According to a study [3], it has been determined that in contemporary society, 

the predominant mode of operation revolves around applications, with a significant 

portion of services being delivered through online platforms. This stands in stark contrast 

to the historical context, wherein the majority of services were rendered through face-to-

face interactions. As a result of this, there is a substantial likelihood of encountering 

malicious software. Moreover, hazardous applications possess the capacity to rapidly 

propagate through wireless networks, infecting any interconnected devices within those 

networks. In the event that a single device inside a network becomes compromised and 

unauthorized individuals gain control over it, they can exploit the infected device as a host 

and utilize the network's Wi-Fi capabilities as a modem to establish communication with 

other devices within the network [41]. If we use a hospital as a representative case for the 

potential consequences of malware attacking the electrical transformer of a city, several 

outcomes may arise, encompassing a multitude of possible scenarios. The availability of a 

comprehensive array of electrically operated medical devices is crucial for effectively 

preserving the lives of patients.  

This category encompasses various medical devices such as ventilators, 

incubators, suction units, and equipment utilized for dialysis therapy. The loss of electrical 

power in a residential care home or healthcare facility poses a significant risk to the lives 

of numerous individuals. The occurrence of an abrupt power outage during the execution 

of a delicate treatment can lead to severe challenges of a catastrophic nature. The patient's 
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life is at risk when essential monitoring devices fail to operate efficiently due to a power 

shortage, hence increasing the probability of patient mortality. Hospitals and other medical 

institutions typically maintain a disaster recovery plan to mitigate the risk of power 

outages and their adverse consequences. However, the installation of backup generators 

serves as an additional measure to ensure uninterrupted power supply and the ability to 

sustain essential services, particularly during emergency situations. Notwithstanding the 

fact that hospitals and other medical institutions consistently maintain preparedness 

through the implementation of disaster recovery plans, despite the potential for mitigating 

power disruptions, the current state of affairs persists. 

 

Figure. 16. Types of malware 

 

6.3 Threads 

The process encompasses many instances of an execution unit referred to as 

threads, with each thread having its own program counter, stack, and registers. Threads 
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cannot exist in isolation from any process. Moreover, it should be noted that each thread is 

exclusively linked to a single process. The many threads possess the capability to 

exchange information, including code segments, data segments, and file segments, among 

themselves [46]. 

Utilizing threads in programs is a prevalent approach to enhancing performance 

through the implementation of parallelism. The central processing unit (CPU) is capable 

of executing only one thread at a given moment; however, it employs rapid thread 

switching to create the illusion of concurrent operation of several threads. In the context of 

a computational process, a thread functions as the fundamental entity of execution. The 

number of threads linked to a singular process might vary from a minimum of one to a 

maximum of multiple threads. 

 

Figure. 17. Thread in a process 

 

Various applications across a wide range of contemporary operating systems 

extensively use threads, which play a crucial role in concurrent programming. These apps 

encompass both web servers and desktop programs. When engaging in the development of 
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multi-threaded applications, developers are obligated to confront several complexities and 

obstacles associated with the synchronization and management of resources. The 

complications and obstacles arise due to the presence of multi-threaded programs. 

The utilization of threads can lead to improved program performance and 

responsiveness, especially in computing systems that feature several cores and processors. 

Threads can be utilized to do many tasks, such as parallel processing, concurrent I/O 

activities, and the development of responsive user interfaces. A process has the ability to 

generate threads and one or more threads may be used in the execution of a process. The 

generation of new threads is enabled and supported by several system calls and libraries in 

many contemporary operating systems. For instance, the thread library is frequently 

utilized in a Linux-based system for the purposes of creating and managing threads. 

 The scheduler, which is an integral component of the operating system, assigns 

CPU time to various threads within each process. Threads possess different priorities, and 

the scheduler determines the order in which threads are run by considering these priorities 

and the currently employed scheduling mechanism. 

It is much easier for threads within the same process to talk to each other and share 

data than for threads within different processes, which need to use inter-process 

communication (IPC) protocols. However, it is imperative to provide data access 

synchronization as a precautionary measure to mitigate the occurrence of data races and 

other concurrent issues. Termination of a thread can occur either deliberately or after the 

associated process concludes. Upon the termination of a thread, it is imperative to release 

the resources connected with it and perform the necessary cleanup of any associated data. 
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6.4 Thesis contribution: 

Taking inspiration from the concept of software decoy, it is worth considering the 

possibility of developing an operating system that periodically executes a replication of 

such a process in the form of a decoy thread. The proposed approach involves the creation 

of a replica in the form of a thread, commonly known as a decoy thread or a shadow 

thread. This shadow thread can be combined with decoy sensors and actuators, thereby 

providing a simulated environment for potential malware that may be operating within the 

host's operating system process. However, in this particular scenario, we have the 

opportunity to conduct intrusive observations, as this is an accurate replication of the 

authentic process. Therefore, including our analysis of the ongoing events will not 

adversely affect the actual process. Nevertheless, the creation of a decoy thread within the 

operating system process allows for the observation of malware instructions within the 

same environment as the main operating system process. It is important to note that our 

objective is not to directly target the original structure of the malware. We are actively 

pursuing the identification and containment of a malicious software entity embedded 

under a deceptive facade. When the malware attempts to execute and gain access to the 

physical data structure, potentially reading buffers that include sensor data, our objective 

is to identify and isolate a replica of the malware structure within a decoy in an intrusive 

manner. Our objective is to identify and neutralize a malicious software structure that has 

infiltrated a deceptive entity. When the malware attempts to execute and gain access to the 

physical data structure, potentially reading buffers that include sensor data, our objective 

is to identify and isolate a replicated instance of the malware structure within a deceptive 

intrusion. The Decoy thread is eliminated subsequent to a period of non-observance of any 
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anomalous activity. Subsequently, a new decoy thread is created by duplicating the 

existing address space of the primary process. This iterative process is continued until any 

form of activity is detected, such as the execution of instructions or the accessing of 

decoys. 

6.5 Decoy Thread. 

The term "decoy thread" is not often used within the domain of computer science 

or in the context of operating systems. In some security or cybersecurity contexts, the use 

of a decoy or fake thread may be utilized as a strategic measure to deceive or redirect 

potential threats or assailants. This is achieved by using a simulated thread. The concept in 

concern is occasionally deliberated in correlation with the broader subject matter of 

honeypots or honeynets. In the past few years, there has been a notable convergence of 

artificial intelligence and machine learning within the area of cybersecurity, resulting in 

their heightened significance as indispensable instruments. The findings of the present 

investigation indicate a deficiency in the ability of current programs to differentiate 

between legitimate system calls and those that are intended to be harmful. Therefore, it is 

crucial to develop computer systems and online applications that possess the ability to 

differentiate malicious behaviors from regular program activities. 

The following examples are some of the decoy threads used in cybersecurity. 

6.5.1 Honeypots and Decoys.  

Honeypots refer to intentionally configured computer systems, networks, or 

resources designed to attract and deceive potential hackers with the aim of inducing them 

to launch attacks. Honeypots serve the purpose of conducting research and assessment on 
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the actions of malicious actors while simultaneously acting as a deterrent against potential 

attacks on authentic production systems [47]. 

6.5.2 Decoy Thread in Honeypots.  

When examining the concept of honeypots, the phrase "decoy thread" might be 

applied to denote a simulated or false sequence of events occurring within the honeypot. 

This activity has the potential to replicate the actions of a legitimate user or system 

process, creating the illusion of authentic network traffic or user interaction. Using fake 

threads gives potential thieves the impression that the honeypot is more real and 

convincing than it really is. 

6.5.3 Deception and Monitoring.  

Security professionals possess the capacity to gain valuable knowledge regarding 

the interactions between malicious actors and a system, the strategies they use, and the 

particular vulnerabilities they aim to exploit through the utilization of deceptive elements 

within a honeypot environment. The collected data holds potential use in the realms of 

threat intelligence and security analysis. 

It is crucial to recognize that the use of honeypots and decoy threads is a 

specialized technique in the field of cybersecurity that security experts frequently employ 

to gain insightful knowledge into the strategies and methodologies used by malicious 

actors. It is crucial to keep in mind that honeypots and decoy threads hold significant 

importance. While these approaches can provide valuable guidance, it is crucial to 

establish and monitor them diligently to prevent any inadvertent risks that may undermine 

the security of your network.  
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6.6 Machine learning approach. 

This study aims to utilize artificial intelligence (AI) and machine learning (ML) 

techniques for the purpose of identifying and mitigating malware attacks against power 

transformers, with the ultimate goal of protecting the physical integrity of these critical 

infrastructure components. The aforementioned attacks aim to mitigate potential physical 

harm to the power transformer by incapacitating the operators, disabling the protection 

algorithms, and manipulating controllable functionalities of the power transformer, 

ultimately leading to its failure [48]. 

The utility of my approach extends to several circumstances, encompassing both 

pre- and post-construction phases of a decoy thread, as well as other relevant scenarios. It 

is advisable to periodically duplicate the decoy thread, with a suggested frequency of 

every two minutes. In the event that the primary thread becomes compromised during 

these intervals, the malware will not be found in the replicated decoy thread. Therefore, 

the cyber deception probing conducted within the decoy thread is fundamentally futile and 

lacks potential for meaningful outcomes. Within the framework of my research, the 

detection of an anomaly serves as a trigger for the creation of a decoy thread in this 

moment in time.  

6.6.1 ML Methods and Functionality 

The term "machine learning" (ML) encompasses several methods and techniques 

that enable computers to learn from data and make predictions or decisions without 

explicit programming. Below is the ML model I have employed in this research. 
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Figure. 18. Proposed System Model 

 

6.6.1.1 Preprocessing 

Scaling is a common need for numerous machine learning estimators when 

dealing with datasets that contain independent variables with varying ranges. Inadequate 

scaling of the variables could cause some factors to dominate the objective function, 

which would make it more difficult for the estimator to effectively learn from other 

characteristics. This can lead to inaccurate predictions in certain scenarios. One widely 

recognized approach for standardizing and normalizing data is implemented through the 

utilization of the Scikit-Learn function in the Python programming language. In the event 

that the data set lacks scaling and standardization for each specific characteristic, it is 

imperative to address this by applying a mean of zero and ensuring that there is no unit 

variance. Consequently, the estimator may demonstrate unfavorable characteristics in this 

particular situation.  From a mathematical perspective, the methodology for distributing 

and centralizing the dataset involves initially subtracting the average value of each specific 

attribute. Subsequently, the non-constant features should be scaled by dividing them by 
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their respective standard deviations. The subsequent depiction pertains to the standard 

deviation that is applicable to this particular procedure [49]. 

  𝑧 =
𝑥−𝜇

𝜎
                                                                                             (1) 

In this context, the symbol "z" represents the standardized or normalized value, "x" 

represents the individual feature value of the data point, "μ" represents the mean of the 

population, and "σ" represents the population standard deviation for the dataset. 

6.6.1.2 Principal Component Analysis (PCA) 

Principal component analysis (PCA) is a technique utilized for the purpose of 

reducing the dimensionality of large datasets. This process involves the conversion of a 

substantial dataset comprising multiple variables into a more compressed dataset while 

aiming to retain the maximum amount of information possible within human limitations. 

PCA is often used to expedite machine learning methods by representing them as linear 

combinations or mixtures of the original variables. This utilization of PCA has 

considerable importance. 

• Covariance Matrix: The covariance matrix of a dataset X with n samples 

and m features can be calculated as: 

    𝐶𝑜𝑣(𝑋) =
1

𝑛−1
 ∑ (𝑥𝑖 − 𝑥)𝑛

𝑖=1 (𝑥𝑖 − 𝑥)𝑇                                             (2) 

• Eigenvalue Decomposition: PCA involves finding the eigenvectors and 

eigenvalues of the covariance matrix. The eigenvalue decomposition of the covariance 

matrix is given by: 

   𝐶𝑜𝑣(𝑋) = 𝑄Ʌ𝑄𝑇                                                                                   (3) 
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• Projection: To reduce the dimensionality of the data, you can project the 

original data onto the selected principal components. The projection of data point 𝑥𝑖 onto 

the first k principal components is given by: 

    𝑥
𝑖 = 𝑥𝑘   

𝑇 𝑥𝑖

!                                                                                              (4) 

 

6.6.1.3 K-Means++ Method 

The K-means++ initialization method is one of the most popular options available 

when it comes to the K-means clustering algorithm. It was initially discussed in the book 

titled "k-means++: The Benefits Obtained by Planting Seeds with Great Care," which was 

written by David Arthur and Sergei Vassilvitskii [1]. K-means++ has made a substantial 

contribution to the field of clustering, and it continues to be an essential method for 

initializing K-means clustering algorithms. K-means++ has had a considerable impact on 

the clustering field. K-means++, which was first introduced, has quickly established itself 

as the method of choice for initializing centroids in K-means clustering since its launch 

due to the major advantages it offers over random initialization. As a result of these 

benefits, the K-means++ technique has become the norm in practice for initializing 

centroids in the K-means clustering algorithm. Researchers and practitioners typically 

utilize it as a starting point for further studying more complicated clustering algorithms 

and improving the quality of their clustering findings. 

The equation W (𝐶𝑘) represents the sum of the within-cluster variances. 

𝑊(𝐶𝑘) = ∑ (𝑥𝑖 − 𝜇𝑘)2                       𝑥𝑖𝜖𝐶𝑘
                                             (5) 
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Here, 𝑥𝑖 denotes a data point belonging to a certain cluster, 𝐶𝑘 represents an 

indicator variable indicating the cluster membership for each data point, and  𝜇𝑘 denotes 

the mean value of the data points assigned to the cluster 𝐶𝑘. The measurement of data 

compactness can be quantified using the term "total within-cluster sum of squares" (TW). 

This term is defined as the sum of the squared distances of all data points within their 

respective clusters. 

 𝑇𝑊 = ∑ 𝑊(𝐶𝑘)𝐾
𝐾=1 = ∑ ∑ (𝑥𝑖 − 𝜇𝑘)2

𝑥𝑖∈𝐶𝑘

𝑘
𝑘=1                                        (6) 

6.6.1.4 Elbow Method 

The elbow method is a commonly used technique in cluster analysis for 

determining the most appropriate number of clusters in the K-means algorithm [50]. This 

method involves plotting the variation and identifying the point on the curve where a 

distinct bend, or "elbow," occurs. This bend represents the optimal number of clusters to 

use, as adding more clusters beyond this point does not significantly improve the 

modeling of the dataset. Initially, the addition of clusters contributes a substantial amount 

of information, but eventually, the marginal benefit of including additional clusters drops, 

making the elbow point the optimal choice. The elbow criterion is a method used to 

calculate the optimal value of "k," which represents the number of clusters to be selected. 

The procedure will commence with an initial value of k equal to 2, and subsequent to each 

iteration, it will be incremented by one. The sum of squared errors (SSE) is determined by 

the value of k. The next step is to generate a line chart illustrating the sum of squared 

errors (SSE) for various values of k. The point at which the line chart displays an elbow-

like shape indicates the execution of the elbow method. At this point, the optimal number 

of clusters, denoted as k, is identified for the K-means algorithm [51]. Equation 4 
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introduces the elbow technique, also known as the within-group sum of squares (WSS). 

This strategy quantifies the squared average distance between all data points within a 

cluster and the centroid of that cluster. It provides a statistical measure of the distance 

from the group averages to the same cluster centroid. 

             𝑊𝑆𝑆 = ∑ (𝑥𝑖 − 𝑐𝑖)
2𝑚

𝑖=1                                                                 (7) 

 

The optimal number of clusters, denoted as k, can be estimated by combining the 

K-means algorithm with the elbow approach. The subsequent statement can be utilized to 

characterize the elbow technique by utilizing the sum of the squares error [52]. 

           𝑆𝑆𝐸 = ∑ ∑ ‖𝑥𝑖 − 𝑐𝑘||2
2   𝑥𝑖∈𝑆𝑘

𝑘
𝑘−1                                                    (8) 

 

The value of the SSE is equal to zero. When the value of k is equal to the total 

number of data points in the dataset, each individual data point forms its own cluster, 

resulting in zero error between the data point and the center of its respective cluster. When 

the value of k is equal to the number of clusters generated, denoted as C, and 𝑖 represents 

the 𝑖𝑡ℎ cluster, and X represents the total number of data points in each cluster, there is no 

errors observed between the cluster and its own center. 

6.6.1.5 (SSE) sum of the squared error. 

The Sum of Squared Errors (SSE) is computed by summing the squared Euclidean 

distances between each data point and its corresponding centroid, which is determined as 

the centroid that is geographically closest to the point. The objective of the k-means++ 

method is to minimize the measure of error, hence achieving the minimum feasible value 

[53]. 

         𝑆𝑆𝐸 =  ∑ (𝑥 − 𝑥)2                                                       𝑛
𝑖=1                   (9) 
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6.7 Dissertation contribution.  

The fundamental objective of this dissertation is to detect malware within 

industrial computer systems, namely those utilized in power grids or power transformers. 

All forms of malicious software or threat actors present a potential hazard to the 

availability, control, and security of industrial control systems and processes.  

In this dissertation, we have discussed our research, which is aimed at developing 

unique methods to detect, prevent, and neutralize, in a timely manner, advanced computer 

attacks that target industrial equipment. Industrial computer systems (ICS), which include 

the power grid, are extremely valuable pieces of equipment that manage and track the 

currents and voltages that are supplied to various parts of a city or town. In the event that 

these electronic devices become attacked or compromised, there is the potential for 

hazards and risks to human life as well as the environment. We depend on the power 

infrastructure to supply us with reliable electricity, which serves as the lifeblood of our 

society. These cyberattacks frequently manifest in the form of self-replicating malicious 

software, possessing the capacity to infiltrate industrial computer networks at an advanced 

level. Upon gaining access, individuals have the capability to inflict severe physical 

destruction on power plant machinery or engage in covert cyber-espionage activities. The 

compromise of a supply chain facilitates the occurrence of these attacks in an additional 

manner. The clear skill exhibited by these types of attacks underscores the imperative need 

for ongoing real-time monitoring of cyber-physical critical infrastructures, encompassing 

both inadvertent and intentional disruptions. The operators responsible for managing the 

power grid are going to have the capability to react quickly to potential threats or failures 

of the power grid as a result of the implementation of such monitoring systems. If left 
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unchecked, these attacks possess the capacity to do harm to the physical infrastructure and 

operational procedures of a power system. 

In the electrical world, transformers are passive parts that are very important for 

moving electricity between circuits efficiently through electromagnetic induction. To 

make electrical power suitable for transmission and distribution, voltage levels are 

adjusted while ensuring the frequency remains consistent. 

To maintain the proper and secure operation of power transformers, a variety of 

sensors and measurement equipment have been used for live monitoring and control 

purposes. Each sensor has the capability to produce data related to the attributes of the 

transformer, including voltage, current, temperature, and oil level. Known as physic data, 

the data collected from Kaggle is a widely recognized internet-based platform that serves 

as a host for competitions within the domains of data science and machine learning [29]. 

These simulation data were generated via IoT devices. I will utilize the provided datasets 

as input for the machine learning model during development. Afterwards, I will execute 

the appropriate preprocessing methods to guarantee data accuracy and integrity. Following 

this, I will systematically describe each step before transitioning to the subsequent 

discussion segment [55]. 
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Figure. 19. Current Voltage Data Set. 
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Figure. 20. Power Data Set. 
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Figure. 21. Power Factor data set. 

 

Figure. 22. Total Power data set. 
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The proposed system, as described by the flowchart in Fig. 3, will determine the 

optimal number of clusters to use during the process of data set evaluation, which will be 

carried out in four steps. The first step, known as preprocessing, will scale and standardize 

the dataset. The second step, known as PCA, will minimize the dimension of the dataset. 

The third step, known as the Elbow technique, will specify the most optimal number of 

clusters to be delivered to the final step, known as the Kmeans++ clustering algorithm, 

which will cluster and group data based on their similarities [56]. 

The initial stage involves commencing the processing of the dataset utilizing the 

proposed system. Scaling is a common need for numerous machine learning estimators 

when dealing with datasets that contain independent variables with varying ranges. 

Inadequate scaling of the variables could cause some factors to dominate the objective 

function, which would make it more difficult for the estimator to effectively learn from 

other characteristics. This can lead to inaccurate predictions in certain scenarios. One 

widely recognized approach for standardizing and normalizing data is implemented 

through the utilization of the Scikit-Learn function in the Python programming language. 

In the absence of scaling and standardization of the data set's individual features, it is 

necessary to process the data by applying a mean of zero and a variance of one. 

Consequently, the estimator may demonstrate unfavorable characteristics in this particular 

situation. From a mathematical perspective, the methodology for distributing and 

centralizing the dataset involves initially subtracting the average value of each specific 

attribute [57]. Subsequently, the non-constant attributes are scaled by dividing them by 

their respective standard deviations. Throughout the course of this procedure, As a result 
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of this, we will be able to commence the procedure of standardizing the dataset and 

including it within a consistent range. 

The output for the dataset, both prior to and following scaling, is presented below. 

 

Table 2. Current Voltage Physic Dataset. 

VL1 VL2 VL3 IL1 IL2 IL3 VL12 VL23 VL31 INU

T 

249.1 247.5 247 62.8 29.4 71 430.9 427 430.8 38.2 

249.1 247.5 247.2 58.1 32.6 69.2 430.9 427.2 430.9 31.9 

249.2 247.7 247.4 62.3 31.9 64.8 431 427.6 431.1 31.5 

249.5 247.9 247.7 55.6 25.9 60.1 431.6 428.1 431.6 32.7 

249.7 247.9 247.9 54.9 42.6 58.2 431.6 428.4 432 14.1 

249.8 248.3 247.8 53.8 24.7 65.2 432.2 428.2 432.3 36.5 

249.9 248.2 248 54.2 40.6 57.4 432.1 428.7 431.9 15.5 

250.1 248.7 248.2 55.5 24.9 59.2 432.9 429.1 432.7 32.7 

250.1 248.5 248.1 45.8 31.7 55.8 432.5 429 432.5 20.8 

250.1 248.5 248.4 48.5 34.3 56.3 432.5 429.2 432.8 19.4 

250.5 248.7 248.4 42.1 27.1 54.5 433.1 429.4 433.3 23.4 

250.6 249 248.7 44.9 29.4 55 433.4 429.9 433.6 22.2 

250.7 249 248.7 44 32.2 54.9 433.5 429.8 433.4 19 

250.8 249.2 248.9 44.9 29.1 55.9 433.7 430.2 433.8 23.8 

250.8 249.1 248.8 42.4 22.7 53.9 433.7 430 433.9 27.1 

250.7 248.9 249 43 35.4 50.7 433.4 430.2 433.8 13.3 

251 249.2 249.1 41.1 29.7 51.9 433.9 430.4 434.2 19.4 

251.1 249.3 249.1 38.8 35.1 53.6 434 430.6 434.2 17 

251.1 249.5 249.2 38.7 29.2 54.5 434.3 431 434 22 

 

Upon performing the scaling process, it becomes evident that the function 

effectively merges every aspect of the information into a unified range spanning from 0 to 

1. The outcome is less than the numerical value.    
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Figure. 23. Current Voltage Scaled Dataset 

 

In addition, the application of principal component analysis (PCA) will be 

performed on the dataset subsequent to the completion of the scaling stage. The primary 

objective of PCA is to achieve dimensional reduction, thereby reducing the number of 

dimensions in large datasets. This is accomplished by transforming a dataset comprising 

numerous variables into a smaller dataset while endeavoring to retain the maximum 

amount of information. The transformed dataset is constructed through the formulation of 

linear combinations or mixtures of the original variables. One of the most important 

applications of PCA is speeding up machine learning algorithms [58]. 
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We have the flexibility to select the number of primary components that should be 

retained based on the level of dimensionality reduction that we would like to accomplish. 

For example, if we wanted to reduce the number of features in the data from 100 to 10, 

then we would keep the 10 major components that rated best in their respective rankings. 

 

 

Figure. 24. PCA Output for the Current Voltage Scaled Dataset 

 



 101 

Figure. 24 illustrates the outcome of using the Principal Component Analysis 

(PCA) function. It is evident that the dataset's dimensionality decreased from 10 features 

to only 2, while preserving a substantial amount of information through the generation of 

linear combinations of the original variables. This is evidenced by the observation that the 

dimensions of the dataset have decreased while retaining a significant amount of 

information. 

Subsequently, the Kmeans++ algorithm will be utilized to partition the dataset into 

clusters, where the datasets will be assigned to groups depending on their distance to the 

respective cluster means.  The use of this clustering methodology has been implemented 

to assess the data in a proficient manner and provide the requisite information for the 

purposes of data mining and pattern identification. This strategy contributes to reducing 

the discrepancies inside the cluster, namely in terms of squared Euclidean distances, which 

aligns with the objectives of these two procedures. Cluster analysis has been extensively 

utilized in various domains, including market research, pattern identification, data 

analysis, and image processing. The utilization of the Euclidean distance function renders 

it widely regarded as one of the most straightforward strategies for data mining 

partitioning and grouping. The value of K represents the number of groups contained in 

the data, whereas the primary goal of the K-means method is to identify and locate these 

groups [59]. The algorithm utilizes the specified properties in an iterative manner to 

allocate each data point to one of K groups. The data points within the dataset demonstrate 

clustering behavior based on the similarities seen among their respective attributes. In 

essence, our objective is to identify homogeneous subgroups within the dataset. These 

subgroups are characterized by data points that demonstrate high similarity to one another, 
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as determined by a similarity measure such as Euclidean-based distance or correlation-

based distance. This clustering process aims to minimize the error sum of squares and the 

error criterion, which serve as the basis for determining the optimal number of clusters. 

The functional aims of this approach involve dividing the dataset into k divisions to meet 

specific requirements, even when dealing with non-numerical data. Because of its 

numerous advantages such as brevity, efficiency, and swiftness, the k-means++ clustering 

methodology is used. 

 

Figure. 25 k-means++ algorithm pseudocode. 

 

Subsequently, after the k-means++ stage has been completed, the second phase 

that has the most significance is the elbow approach. The aforementioned strategy is a 

heuristic approach employed for the purpose of determining the most suitable number of 

clusters within a given dataset. The k-means++ algorithm uses the method of visualizing 

variation to choose the most suitable number of clusters. The elbow approach involves the 
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generation of a cost function by systematically tweaking the parameter k and then 

visualizing its corresponding values [60]. Increasing the value of k will result in a decrease 

in the average distortion, a decrease in the number of instances per cluster, and a 

convergence of instances towards the centroids of their respective groups. Conversely, the 

extent of improvement in average distortion will become progressively less visible with 

the increasing value of k throughout every stage of the operation. The elbow value, 

denoted as k, refers to the point at which the reduction in distortion reaches its maximum 

extent. The value of k has been established, indicating that it is appropriate to discontinue 

the division of data into more clusters. Consequently, the inclusion of additional clusters 

does not yield any enhanced representation of the dataset. Nevertheless, at a certain 

threshold, the incremental increase in the number of clusters will diminish substantially, 

resulting in a noticeable inflection point on the graph. The earliest clusters will introduce a 

substantial quantity of data; nonetheless, subsequent to this stage, the angle will be 

furnished. The ideal value of the "k" parameter, which determines the number of clusters, 

can be determined using the elbow criterion [61]. The initial stage of the procedure will 

entail assigning the variable k a value of 2, and future stages will involve incrementing k 

by one throughout each iteration. The computation of the sum of squared errors (SSE) can 

be achieved by utilizing the constant k. The subsequent procedure involves commencing 

the process of generating a line chart that depicts the sum of squared errors (SSE) for 

every distinct value of the signal parameter, k. When the line chart reaches a certain point, 

an elbow is observed, indicating the optimal value of k, which represents the number of 

clusters that may be obtained using the K-means method [28]. Once the line chart reaches 

a certain threshold, it transitions into an elbow shape. Equation 4 in the context of the 
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Elbow approach represents the within-group sum of squares (WSS). This metric quantifies 

the squared average distance between all data points within a cluster and the centroid of 

that cluster. It is a statistical calculation that measures the distance from the group mean to 

the corresponding cluster centroid. The distance can be determined by going in the 

opposite direction from the group mean towards the cluster centroid. 

 

 

Figure. 26 Elbow method algorithm pseudocode. 
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6.8 Results and discussions 

Motivated by software deception, The utilization of the Machine Learning 

methodology has been implemented to partition extensive data collected from electric 

power grids’ s sensors in the network into smaller, more manageable units referred to as 

"clusters." These clusters are responsible for executing data aggregation tasks on physical 

datasets that are processed by the main operating system. In order to conduct our analysis 

inconspicuously, we will observe the system intrusively by diverting our analysis to a 

decoy thread rather than the main process. The objective of this research is to periodically 

generate a replica of the main process as a decoy thread. Consequently, the results and 

discussion section will be divided into two distinct parts. 

The practicality of my work is evident both prior to and after the establishment of 

the decoy thread. Prior to the creation of the decoy thread, it is imperative to initiate a 

trigger for this project. It is indeed accurate that we intend to replicate the decoy thread at 

regular intervals, such as every two minutes. If the main thread becomes infected within 

this two-minute timeframe, the malware will not be present in the decoy thread. 

Consequently, any cyber-deception probing occurring within the decoy thread would be 

rendered futile and unproductive. The occurrence of an anomaly serves as an opportunity 

to initiate the creation of a decoy thread in the present moment. In order to mitigate any 

damage and safeguard our network, it is imperative to promptly address the presence of 

malware. The millisecond plays a crucial role in this particular scenario.  

Furthermore, considering this cognitive aspect, the actors involved in this scenario 

possess knowledge about cyber deception and are cautious enough not to fall for decoys 

easily. They emulate the behavior of existing malware by attempting to send their own 
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probes in order to determine if they are operating within a decoy thread or not. During this 

process, they can use different computational methods than the protection algorithm in 

order to avoid any contact with the decoy, thus minimizing the risk of immediate 

detection. By observing the departure of clusters in comparison to the modeled behavior, 

we can obtain a certain level of confidence that this is indeed a suspicious case. 

In the optimal scenario for a machine learning model, the elbow graph will exhibit 

a consistent and smooth trend, indicating that there are no significant changes in the 

physical data as it remains inside the established threshold.   

 

Figure. 27 Elbow method before malware resides in memory. 

 

Figure 28 displays the plot illustrating in the elbow approach, which exhibits a 

consistent pattern. Prior to the loading of malware into memory, the number of clusters 

was observed to be 2. The within-cluster sum of squares (WSS) or inertia is around 9000. 
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Inertia denotes the cumulative squared distances between data points and the cluster 

centroids they are given in a K-means clustering algorithm.  

In this scenario, the physical data obtained through sensors is transmitted to the 

transformer. Over time, the consistency of the data improves, and all measurements fall 

within the predefined threshold. Consequently, we can ascertain that this represents a 

legitimate case. As a result, the model will continue to operate and concurrently assess the 

physical dataset generated by the sensors.   

As soon as we begin to see anomalies in the patterns of the datasets in Figure 28, 

and physic data begin approaching the threshold, and there are some changes in the inertia, 

then this is what we refer to as a suspicious case, and in this circumstance, we will make a 

duplicate of the decoy thread. 

 

Figure. 28 Elbow method after malware reside in memory. 
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The plot depicted in Figure 29 demonstrates the use of the elbow method, 

showcasing a persistent pattern. After the injection of malicious software into the 

computer's memory, it is noted that there are two clusters present. The value of the within-

cluster sum of squares (WSS) or inertia is approximately 400.  

In essence, the proposed method involves the creation of a duplicate representation 

of the process, which can be conceptualized as a thread referred to as a "decoy thread" or 

"shadow thread." This shadow thread can then be wired with simulated sensors and 

actuators, serving to mimic the behavior of the original process. 

In this context, our primary objective is to establish a suitable host environment for 

the potential malware that operates within the operating system (OS) process. 

Consequently, we are able to closely monitor and analyze the activities in a manner that 

may be considered intrusive. 

The replication being discussed here accurately mimics the original process 

without interfering with its operations. Therefore, any analysis or interventions performed 

on this replica will not negatively impact the functioning of the actual process. It is 

important to note that the replica serves as a decoy, and any actions taken on it will not 

result in any dysfunction for the real process. On the contrary, the creation of a decoy 

thread, from the perspective of  potential malware within the operating system (OS) 

process, does not result in any changes to the malware instruction. The decoy thread 

operates within the same environment as the main OS process without directly targeting 

the original malware structure. Instead, the focus is on intrusively targeting a replicated 

copy of the malware structure within the decoy. 
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When this malware attempts to execute and access the physical data structure, it 

may potentially read the buffer that contains sensor data. Furthermore, it endeavors to 

manipulate the circuit breaker. It is important to note that both the sensor data and the 

circuit breaker are emulated by software. The replication of this approach will not have 

any adverse impact on the functioning of the original process. 

 

Figure. 29 Elbow method while malware manipulates sensor data. 

 

Considering the identical k value of 2 in both Figure 27 and Figure 28, a 

significant disparity exists in the inertia of these two figures. The inertia refers to the sum 

of the squared distances between the data points and their respective cluster centroids 

within a K-means clustering solution. The disparity becomes evident upon comparing 

Figure 27 with Figure 28. The malicious software will continue to alter the actual data, 

and the proposed system will proceed to generate new charts, as can be seen from looking 

at figure 28. When this occurs, it is the ideal time for investigating and analyzing 
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the behaviors of malware without interfering with the performance of the main operating 

system process. This can be accomplished by performing the investigation and study in a 

context free from interference. This is because we require the primary process to be 

working normally for the operating system process to be in a position to take necessary 

action in a timely manner. The duration of time is measured in milliseconds, which are 

extremely short intervals. 

6.9 Exploring K-means++ and SVM for Detection Precision 

K-means++ and Support Vector Machines (SVM) serve distinct objectives, where 

K-means++ is utilized as a clustering technique and SVM is employed for classification or 

regression tasks.   Nevertheless, within the framework of anomaly detection, both methods 

can be modified to serve this objective. I will now present a concise comparison 

specifically within this context. 

6.9.1 K-means++ for Anomaly Detection 

Anomaly identification can be performed using the K-means++ algorithm by 

identifying instances that are far away from the cluster centroids as probable 

abnormalities.   These remote spots can be recognized as anomalies. An anomaly score 

can be derived by measuring the distance between a data point and its associated cluster 

centroid.   Points that exceed a specific threshold may be identified as anomalies. Its main 

advantages is that the implementation is straightforward; it is effective in terms of CPU 

resources when dealing with huge datasets, and it is capable of detecting local anomalies 

inside clusters. Its main  drawback is its dependency on the initial selection of cluster 

centers, since it assumes clusters are spherical and have equal sizes. 
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6.9.2 SVM for Anomaly Detection. 

The one-class SVM form of SVM is highly suitable for detecting anomalies.   

During the training phase, a model is constructed using normal cases. Subsequently, 

during the testing phase, any departures from this established norm are identified as 

anomalies. SVM establishes a hyperplane that encompasses the regular instances, while 

examples falling on the other side of the hyperplane are regarded as anomalies. Some of 

its advantages included that it demonstrates efficacy in spaces with a large number of 

dimensions, it exhibits resilience to atypical data points, and has the capability to 

accommodate non-linear associations using kernel functions. Its main drawbacks are that 

selecting the appropriate kernel and parameters can pose a difficulty, and the algorithm 

may require a significant amount of memory when dealing with huge datasets. 

 

Figure. 30 Anomaly detection using SVM 
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Figure. 31 Anomaly detection using k-means++ model. 

 

The captivating storyline is demonstrated through the comparative visualizations 

of the SVM and K-means++ models, as depicted in Figures 31 and 32.   Figure 31 

illustrates the output of the Support Vector Machine (SVM), showing clear decision 

boundaries that demonstrate how the classifier distinguishes between classes.   

Simultaneously, Figure 32, illustrating the outcomes of the K-means++ clustering method, 

exhibits a structure that closely resembles the one presented in Figure 31.   This 

exemplifies the model's ability to identify inherent patterns within the data.  

The parallelism observed in the visual representations of the SVM and K-means++ 

outputs is not coincidental, but rather a visual manifestation of the efficacy of the K-

means++ clustering technique. The efficacy and resilience of K-means++ in uncovering 
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the inherent data structures is evidenced by the alignment of the clustering boundaries 

with the classification contours depicted in the SVM figure. The concurrence between the 

output of the K-means++ model and the established classification framework offered by 

SVM, as demonstrated by the graphical evidence, reinforces the idea that the K-means++ 

model is highly efficient. 

6.10 Future Research:  

The potential of future research in the domains of deep learning and k-Means++ 

hybrid models holds considerable significance as it offers a viable avenue for addressing 

intricate challenges across diverse fields. The potential for conducting such a study is very 

exhilarating. The identification of anomalies and outliers holds significant importance 

within the domains of data analysis and machine learning. The methods stated above find 

utility in diverse domains, encompassing information security, finance, healthcare, 

industrial processes, and other related sectors. There are several key factors that require 

significant attention in relation to these subjects: 

6.10.1 Unsupervised Learning Utilizing Hybrid Architectures: 

This study aims to explore the feasibility of constructing advanced hybrid models 

that seamlessly incorporate deep learning with k-means++ clustering techniques. This 

encompasses architectural concepts that adapt the overall number of clusters based on the 

level of complexity present in the data. 

6.10.2  Transfer learning and pre-trained models: 

This study aims to investigate the potential of integrating pre-trained deep learning 

models, specifically transformers, into hybrid models to facilitate feature extraction. This 
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approach has the potential to facilitate the transfer of knowledge and improve the 

generalization capabilities of models. 

6.10.3  Anomaly Detection and Outlier Identification: 

Hybrid models are employed for the purpose of anomaly detection, aiming 

primarily to promptly identify outliers and unforeseen data points across diverse domains 

such as network security, healthcare, and fraud detection, among others. 
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